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Abstract

As template attacks the stochastic approach in power analysis [2, 3] is a profiling-
based attack. The stochastic approach combines engineer’s expertise with quan-
titative stochastic methods from the field of multivariate statistics. Unlike in
template attacks the designated goal is not the estimation of the exact (un-
known) probability distributions, which quantify the leakage, but the estimation
of (good) approximators. As a first consequence the profiling workload is by sev-
eral orders of magnitude smaller than for template attacks while the attacking
efficiency is comparable (provided that the designer, resp. evaluator, resp. at-
tacker, has understood the relevant characteristics of the implementation). The
attacking efficiency of the stochastic approach is clearly superior to dpa attacks.

The stochastic approach was already presented at CryptArchi 2009. Since
then the theory of the stochastic approach has been enhanced in several ways
(e.g., PCA could be integrated, allowing to consider a larger number of time
instants, thereby easing the task of finding relevant time instants).

Maybe the most relevant advantage of the stochastic approach is that it
quantifies the (sub-)key-dependent power leakage with regard to a vector space
basis. This property allows to use the stochastic approach as a tool that supports
secure design. In our presentation we focus on the connection between side-
channel analysis and (re-)design. We present work in progress.



We have investigated the connection between balance properties of bus wires
and the β-characteristic, the coefficients with regard to the selected vector space
basis. We performed experiments with several AES implementations and differ-
ent S-box designs on the SASEBO G-I platform [1]. The basis vectors of the
’canonical’ 9-dimensional subspace correspond in a straight-forward way to the
bit activity of the particular bus lines of the S-box input. The data-dependent
load of these bus lines corresponds to the particular β-values. These β-values
allow to identify bus lines with higher data-dependent loads (exploitable leakage
information) and thereby support the (re-)design of these leaking bus lines. This
means that an hardware engineer can use the β-characteristic constructively
to identify leaking circuits that are caused by unsymmetrical routing or glitch
intensive combinatorial logic.
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