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@ Hardware attacks
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Security in embedded systems : essential issue for external
communication and architecture core

New threats on embedded
systems :

@ Hardware attacks
@ Software attacks

New adapted solutions :
@ Architecture solutions
@ Constraint requirements
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Targeted threats
Some solutions

Targeted threats

0XAD779056
0X00000045

OFF-CHIP MEMORY

Targeted attacks

@ Spoofing attacks

Spoofind attack
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Threat model & common solutions

Targeted threats

Targeted attacks

@ Spoofing attacks
@ Relocation attacks
@ Replay attacks

Targeted threats
Some solutions

0XAD779056
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OFF-CHIP MEMORY
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T =550

0XDD70E320
0X01EFFFFF

OFF-CHIP MEMORY

——
< 0XAD779056 D |
—

Replay attack

Cryptarchi 07

Spoofind attack

0X00000045 5
D ——

OFF-CHIP MEMORY

Relocation attack
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Threat model & common solutions Targeted threats

Some solutions

Some solutions

@ Memory modification @ Data hashing
(Integrity) (MD5, SHA familly,...)
@ Data extraction @ Data ciphering
(Confidentiality) (AES, RSA, ECGC, ...)
core A Task 1
E Task 3 A Entity B “
Virus/Worm (task2) = atack . - o Spread
Entity A e =T R SELEE >
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Threat model & common solutions Targeted threats

Some solutions

Existing solutions

Existing solutions
@ XOM : memory ciphering (AES) and hashing (HMAC)
@ PE-ICE : memory ciphering and hashing (only AES)
@ AEGIS : memory ciphering (OTP) and hashing (SHA-1)

MEMORY MEMORY

‘ OFF-CHIP ‘ OFF-CHIP

@BUS

INTEGRITY
CHECK
FLAG

/AES CORE
DATA BUS

CIPHERED DATA
HASH
‘ PLAIN TEXT SIGNATURE }—1 ‘

DATA BUS

HASH

XOM write request XOM read request
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Existing solutions
@ XOM : memory ciphering (AES) and hashing (HMAC)
@ PE-ICE : memory ciphering and hashing (only AES)
@ AEGIS : memory ciphering (OTP) and hashing (SHA-1)

OFF-CHIP OFF-CHIP
MEMORY MEMORY

@BUS

RV GENERATOR
INTEGRITY
CHECK
FLAG

DATA BUS /AES CORE

‘ ‘ PLAIN TEXT ‘ @ ‘ RV ‘ }—f

PE-ICE write request PE-ICE read request
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Threat model & common solutions Targeted threats

Some solutions

Existing solutions

Existing solutions
@ XOM : memory ciphering (AES) and hashing (HMAC)
@ PE-ICE : memory ciphering and hashing (only AES)
@ AEGIS : memory ciphering (OTP) and hashing (SHA-1)

PROBLEM
@ Latency memory overhead adds by security solution

DATA REQUEST CIPHERED DATA DECIPHERED DATA

INTRINSIC MEMORY LATENCY SECURITY LATENCY
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One-Time-Pad architecture

Extended OTP solution Extended OTP latency standpoint

Extended One-Time-Pad encryption principals

Standard encryption

AES INPUT
>
m
(7]

AES OUTPUT

Ciphertext

OTP encryption

Random key
generator

[Paimext |—-{ - o/Cipherext
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One-Time-Pad architecture

Extended OTP solution Extended OTP latency standpoint

Extended One-Time-Pad encryption principals

Standard encryption

AES INPUT
>
m
(7]

AES OUTPUT

Ciphertext

OTP encryption
AES KEY
Random key :> 5
generator S AES
ﬁ AES OUTPUT

Plaintext Ciphertext

Ciphertext
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One-Time-Pad architecture

Extended OTP solution Extended OTP latency standpoint

Extended One-Time-Pad encryption principals

AES INPUT
>
m
(7]

AES OUTPUT

Ciphertext

Standard encryption

OTP encryption
AES KEY
Random key :> 5
generator | Z AES
ﬁ AES OUTPUT

Plaintext Ciphertext

Ciphertext

@ prevents relocation Time Stamp prevents replay
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One-Time-Pad architecture

Extended OTP solution Extended OTP latency standpoint

OTP sequence

1
5 =0
2 AL AES KEY
§ =1
S @—»= AES
§ : Write request :
o©
2 S MEMORY 1 — Get data <= cache memory
STAMP 3- TS(@) = TS(@) + 1
MEMORY
: |1 4— OTP = AES{TS(0),0, AV}
[ -}
S 7 — TS(®) = TS memory
q »
a solution
Original
OoTP

solution
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One-Time-Pad architecture

Extended OTP solution Extended OTP latency standpoint

OTP sequence

1 : 0
w OFF-CHIP
I RANDOM MEMORY
2 VALUE AES KEY
% — AES Write request :
5 [aes oureur] 1 — Get data < cache memory
z
= TIME
STAMP 3-TS(@)=TS(@)+1
MEMORY
M| E 4 — OTP = AES{TS(®@),@, RV}
o -
& 5 7 — TS(@) = TS memory
a: g -.. Extended
e CRC 4O on 8 — CRC (@) = CRC memory
MEMORY

Original
OTP
solution
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One-Time-Pad architecture

Extended OTP solution Extended OTP latency standpoint

OTP sequence

K—p 5
1 2

OFF-CHIP
MEMORY

AESIKE, Write request :
AES 1 — Get data < cache memory

[ags outpuT|

INSTRUCTION CACHE

S [xor L LW 3 TS (@) = TS (@) + 1
STAMP
1" MEMORY 4 — OTP = AES{TS(@),@,RV}
é - 5 — Ciphered data = plaintext & OTP
I
< g - 7 — TS (@) = TS memory
< CRC el G2
a MEMORY Ml 5 — CRC (©) = CRC memory

Original
OTP
solution
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One-Time-Pad architecture

Extended OTP solution Extended OTP latency standpoint

OTP sequence

z RANDOM WEWORY Write request :
2 VALUE AES KEY
o e 1 — Get data <= cache memory
5 @—» = AES B
; o |2 2- 070(0) = R0 ot
E w
'Q § VEMORY 3—-TS(@) =TS(Q) +1
= TIME XOR O —»
STAMP a 4 — OTP = AES{TS(Q),0,RV}
MEMORY o
£ 5 — Ciphered data = plaintext & OTP.
o

w
=
=]
w
T
Q
<
(&)

6 — Ciphered data = memory
Extended

CRC
MECIVTOCRY o on 7 —TS(Q@) = TS memory

o —> O] Original 8 — CRC (@) = CRC memory

solution

DATA CACHE
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One-Time-Pad architecture
Extended OTP latency standpoint

Extended OTP solution

OTP sequence

OFF-CHIP
MEMORY

MEMORY
— Read request :

1 — Get TS(@) < TS memory
4 — Get ciphered data << memory

INSTRUCTION CACHE

CIPHERED CACHE LINE

.-=-., Extended

1 1 OTP

Vemd .
solution

DATA CACHE

Original
OTP
solution
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Extended OTP solution

OTP sequence

One-Time-Pad architecture
Extended OTP latency standpoint

DATA CACHE

CIPHERED CACHE LINE

i
STORAGE
@ —>| Original
|:| oTP

MEMORY

4
w OFF-CHIP
T RANDOM MEMORY
3 VALUE AES KEY
(&)
5 AES
= ES
5 AES OUTPUT
=}
4
£
(2]
&

. Extended
OTP
solution

solution
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Read request :
1 — Get TS (@) < TS memory

2 — Get CRC (@) <~ CRC memory
3 — OTP = AES{TS(Q),0,RV}

4 — Get ciphered data < memory
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Extended OTP solution

OTP sequence

One-Time-Pad architecture
Extended OTP latency standpoint

INSTRUCTION CACHE

DATA CACHE

AES KEY

AES
AES OUTPUT

CIPHERED CACHE LINE

i
STORAGE
@ —>| Original
I:I oTP

OFF-CHIP
MEMORY

MEMORY

. Extended
OTP
solution

solution
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Read request :
1 — Get TS (@) < TS memory

2 — Get CRC (@) <« CRC memory
3 — OTP = AES{TS(Q@),®, RV}

4 — Get ciphered data <= memory
5 — Plaintext = Ciphered data & OTP
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One-Time-Pad architecture

Extended OTP solution Extended OTP latency standpoint

OTP sequence

w OFF-CHIP
I RANDOM MEMORY
3 VALUE AES KEY
= Read request :
o
§ % 1 — Get TS (@) < TS memory
x w
'Q g B vevory 2 — Get CRC (@) < CRC memory
a 3 — OTP = AES{TS(Q@),®©, RV}
4
w £ 4 — Get ciphered data < memory
3 [
g ° 5 _ Plaintext = Ciphered data @ OTP
< . Extended
< CRC . :
(] STORAGE solution
I:l g.rrlglnal
solution
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One-Time-Pad architecture
Extended OTP latency standpoint

Extended OTP solution

OTP sequence

1] 3 ~.
= 4 3 :

W OFF-CHIP
5 RANDOM MEMORY

& VALUE i AES KEY Read request :

Z e—»=| AES 1 — Get TS (@) < TS memory

5 TS 4| |aEsoutPuT

2 omputation 2 — Get CRC (@) < CRC memory
=

2]

2

 vevory 3 — OTP = AES{TS(@),®, RV}

4 — Get ciphered data <= memory

CIPHERED CACHE LINE

w
w 2
S 5 — Plaintext = Ciphered data & OTP
o I
< © CRC oed] OFF
luti .
e STORAGE souten 7 — Plaintext = cache memory
Original
|:| oTP
solution
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One-Time-Pad architecture

Extended OTP solution Extended OTP latency standpoint

Outline

9 Extended OTP solution

@ Extended OTP latency standpoint
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Extended OTP solution

One-Time-Pad architecture
Extended OTP latency standpoint

Latency with the extended OTP

DATAREQUEST |
pp MR CE B S IR RS ECIPHERED DATA
( O XORCRC
Latency saved
i} Extended OTP solution :'..% Classical AES solution (XOM, PE-ICE)

fficiency protection solution for off-chip memory
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Extended OTP solution

One-Time-Pad architecture
Extended OTP latency standpoint

Latency with the extended OTP

CIPHERED DATA

CIPHERED DATA

ECIPHERED DATA
e
Latency saved

XORCRC

RC
[XoRIcRe DS

[XORCR

Latency saved

*'..1 Classical AES solution (XOM, PE-ICE)

fficiency protection solution for off-chip memory
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© Experiments & results
@ Cost of security
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Cost of security
Experiments & results Comparison with previous solutions

Global architecture features

Architecture features

@ ALTERA NIOS 2 processor
@ NIOS 2 core fast version

e Instruction cache : 512 bytes with 256 bits per line
e Data cache : 512 bytes with 256 bits per line

@ SDRAM memory : 512 Kbytes (for code and rw data)
@ On-chip-memory : 96 Kbytes (for TS and CRC)

OTP memory consumption

OTPSTORAGE = TSSTORAGE + CRCSTORAGE
__ ( RW_DATA MEMORY SIZE
TSsTorAGE = (At N emsrs ) « TS SIZE

CRC32sToRAGE = (LIALMEMORY SIZE ) « CRC SIZE
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Cost of security
Comparison with previous solutions

Experiments & results

Cost of security with NIOS

Base NIOS + OTP128 NIOS + OTP128
NIOS + CRC32 + CRC8
overhead overhead
Logic (ALUTSs) 2198 6193 x2.81 6095 x2.77
Memory (KB) 512 600 +18.75% 662 +31.25%
Read latency 0 11(8+3) +11 3(0+3) +3
(cycles)
Write latency 0 12(8+4) +12 12(8+4) +12
(cycles)
@) @2@d>@)@>@s @ ing cip data from SDRAM
® Read requ \sl_é@/ GY) O 67D F @@ T shering data from SDRA

Xor [crc N
plaintext
50,3162 <05 (0 55 (6857
MEMORY INTRISINC LATENCY SECURITY LATENCY Sending data to cache

11 cycle: 11 cycle

@@@@@ @ @ quest from NIOS

SECURITY LATENCY 12 cycles

laintext 1 S
B Ciphering data from cache H quest from NIO
1
'
xor ] i
p t V
cre WOV
-t - Sending data to SDRAM !
H
1
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Experiments & results (CELEEE Tl e

Outline

© Experiments & results

@ Comparison with previous solutions
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Memory in Kb

Experiments & results

Cost of securi

ty

Comparison with previous solutions

Comparison with previous solutions

base AES our solution our solution PE-ICE AEGIS
(no integrity) OTP 4+ CRC32 OTP 4 CRC8 AES OTP + hash trees
overhead overhead overhead overhead
Memory (KB) 512 600 75% 662 +31.25% 776 +50.7% +507%
Rd latency 22(14+8) 11(8+3) -11 3(0+3) -19 25(17+8) +3 ~SHA-1 +4502/69
(cycles)
‘Wr latency 22(14+8) 12(8+4) -10 12(8+4) -10 26(18+8) +4 - -
(cycles)
‘ | ‘ | ‘ ‘ ‘ REFERENCE : NON PROTECTED
BL_ Dotr+orca
02 — =t
o —— I W B -
08 s = N TS {Peqce
07 > R +36% = o
R =4 L FRTY Slol
600 2 0 ey v g3
w o |© o2
Maecis E 04 i a3 T
662 ||meece [
[JoTP+cRC32 :
[C]OTP+CREE 02 -
W AES
]
k T t T t T T i 0 T
0 10 20 a0 10 a0 60 7 a0 DES ADPCM DHRYSTONE OBJECT
TRACKING

solution for off-chip memory
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Cost of security

. mparison with previ lutions
Experiments & results CHEETED i (T e

Conclusions on the extended OTP

OTP features

o Efficient software execution

@ Minimize the memory overhead
@ Confidentiality protection

@ Integrity protection

@ But need for extra logic

Trade-off memory overhead/software execution

@ software execution ++ = memory ++
@ memory —— = software execution ——
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Conclusion & perspectives

Perspectives

ncreasing security level

@ Providing security against hardware attacks (side-channel for
example)

@ Extending the threat model (reducing the trusted zone)

Security issues

@ Provide a deep evaluation of the security level of the architecture
(depending on the CRC size, the cache line size)

Romain Vaslin — Cryptarchi 07 — 20 High-efficiency protection solution for off-chip memory


 mailto:vaslin@univ-ubs.fr

Conclusion & perspectives

Perspectives

Architecture exploration

@ Exploration for different architecture features (cache size, cache
line size, CRC size)

@ Reduce the on-chip memory footprint
@ Store securely TS and CRC in off-chip memory

Future orientation
@ Evaluation of the power consumption cost due to security
@ Memory protection management with a RTOS

@ Use the reconfigurable features of the FPGA for security and
power management purposes
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Conclusion & perspectives

Conclusion

Alternative
@ Alternative to standard solutions
@ Very high performances
@ Adapted to embedded systems constraints

Future orientation
@ Many opportunities for OTP solution
@ Security issues

@ Architecture issues
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