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Overview

Presentation Outline

@ Masking Principles
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Masking: principle [, , /, ]

@ Aims at making power consumption constant

@ The internal variables are shared: (m, x, = x 6 m)
Xm is the masked variable and @ is an inversible operation
o Boolean masking is based on exclusive-or (xor) operations:

Xm = X © m,

& Arithmetic masking is made with modulus operation on a finite
field:

Xm = x + m (mod n) or
Xm = x * m (mod n)

@ Theoretically provable against first-order attack [4]

@ But many possible Side Channel Attacks on Hardware
implementations [9, 5, 8]
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Linear Function
o f(x & m) = f(x) & f(m).
o f(x) is rebuild from f(x & m) et f(m).

Non-Linear Function (NL)
@ S(xm @ k)= S(x ® m @k)= S(x @ k) & m
om = S(xm ® kym))= S'(x & m @k, m)

=- demasking is necessary before the NL function
= masking is necessary after the NL function

@ The robustness of a masking implementation depends on the
way the NL function is implemented.
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ROM Masking
Universal Sbox Masking (USM)

Presentation Outline

© Sbox Masking
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Universal Sbox Masking (USM)

ROM masking
A
@ Needs at least one sbox of ‘ ‘
227 words Fx b M|
rdm m

o Complexity is reduced if an
algebric form is possible
o in AES inverse in GF(28)
S(x) = x~tin GF(28) ¢
= S(xm)=(x*m)~t = |
S(x) * S(m) S Ls
o But zero-value attacks are !
possible then
@ Algebric expressions have Sxak) em m
to be refined [7]
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Universal Sbox Masking (USM)

Example: DES

Message ki
J\

Left
masked
data (L;)

Right
mask
(MR;)

Right
masked
data (R;)

Ciphertext
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ROM Masking

Masking by Universal Sbox Masking (USM)

Generic structure and Reduced

complexity

@ Only 2 sboxes of 2" blocks ,J’)
Y Y

Drawbacks ] [s]
@ Demasked data at the sbox S
Y
I/OS Y Y

@ = "“Shallow” attack bS@Eaek)em | b
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Presentation Outline

© First-Order Attack
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DPA attack results

Module \ SBox # S1 S2 S3 S4 S5 S6 S7 S8

Unprotected DES

Measurements To Dis- 2974 2635 997 3317 965 2034 1803 1133
close

Maximal correlation in 0,82 1,12 1,23 0,95 1,98 15 1,34 1,69
mV

SNR @ Disclosure 5,76 6,78 5,58 6,57 7,27 6,69 5,24 8,34
USM implementation

Measurements To Dis- 20657 43513 11347 11779 16012 23517 94944 23998
close

Maximal correlation in 0,19 0,18 0,28 0,21 0,19 0,19 0,08 0,18
mV

SNR @ Disclosure 5,40 541 5,38 521 7,85 4,77 2,93 5,82

ROM implementation

Measurements To Dis-
close
Maximal correlation in
mV

SNR @ Disclosure
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First-order attack conclusions

]
]
]
]

USM implementation is sensitive to first order attack

ROM implementation is robust but

Requires big size ROMs if no algebric expression is possible
Is ROM implementation sensitive to HO-DPA 7
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Zero-Offset Attack
Attack on Simulated Traces
Attack on a Real Circuit

Presentation Outline

Q@ High-Order Attack
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Attack on Simulated Traces
Attack on a Real Circuit

Zero-offset attack

From Waddle et al. [10], Peeters et al. [8].

x| E M| Activity
rdm m A: HW[(x@m)@(S(x@k)@m’)]—i—HW[m@m’]

@ The register data Hamming distance is:

' ! A(x) =x @ S(x @ k)
2 [Sj @ The register mask Hamming distance is:
b A(m)=mae m
SEER B '~ @ Then:

A = HWI[A(x) & A(m)] + HW[A(m)]
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Attack on Simulated Traces
Attack on a Real Circuit

Power consumption distribution

16/16 anse

ane 816 416 | 416 616 6/16

6/16

4116 | 4116

I

@ The probability density function P[A|A(x)]

4

*I {+

0 4 2

@ Knowing A(x) we know the probability density function of

masking an activity P[A|A(x)])
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Attack on Simulated Traces
Attack on a Real Circuit

Noise effect

@ The noise comes from others SBoxes and the environment

@ It is assumed to be Gaussian
8/16

416 416

Jean-Luc DANGER < danger@TELECOM-ParisTech.fr >


http://www.institut-telecom.fr/
http://www.telecom-paristech.fr/
http://www.cnrs.fr/

Attack on Simulated Traces

Attack on a Real Circuit

Attack principle

© Apply n plaintext message (x;, i € [1, n]) and collect n
observations of power consumption (traces A;)

@ Make assumptions about the key k; with j € [0,63] and
obtain for each key assumption the A(x) values:

A(ko) = A(x0, ko), A(xa, ko), -+, A(xn, ko)
A(kl) = A(X()7 kl), A(Xl, kl), et ,A(Xn, kl)

A(kes) = A(xo, kez), A(x1, k63), oo, A(Xn, ke3)
© For each A(k;) compute

PIAIA(K)] = [TPIA = AjlA(ki, )]
Jj=0
©Q Apply the maximum likelihood approach: the correct key
corresponds to the maximum probability P[A|A(k;)]
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Zero-Offset Attack

Attack on a Real Circuit

Optimized Attack for simulation

The simulated attack is performed as follow:

@ From n plain text x; calculate the observation vector which
corresponds to the activity (A;) with i € [1, n]

@ For each hypothesis of key ki compute P[A = A;|A(ki, x;)]
@ Since the product of the probability falls quickly to 0, use the

logarithmic domain to have
n

PIAIA(K)] = 3 (In PIA = Aj|A(Ki, x)])
j=0
@ The correct guess of the key is the argument of the maximum
probability P[A|A(k;)]
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Zero-Offset Attack

Attack on a Real Circuit

Attack on simulated traces

@ Result attack on the first round of the DES ROM

implementation
-120000
-130000
-140000
-150000
-160000
-170000
-180000
-190000
-200000
-210000
-220000

-230000
60000 65000 70000 75000 80000 85000 90000 95000 100000

Number of measurements

T T T
probability of key 23 ——
probability of key 24 B
probability of key 55 --------
probability of key 56 T
probability of key 54
probability of key 10
probability of key 9 ---

Probability
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Zero-Offset Attack
Attack on Simulated Traces

Real Attack Feasibility Analysis

o Target = STRATIXII SASEBO board

@ Using a known mask and key we can calculate the real
probability density function

@ We sort the gaussians within the mask state in order to
analysis the attack feasibility (100000 traces)

probability density function P[A/x =0] good key
0.1 T T T T

P[AZ0/X =0] ——
009 A P[A=2/x =0] R
P{A=d/x 0] -
0.08 | PA=6/x =0] E
P[A<8/x =0]
007 | S 1
z 006 1
2 005 R
S
a 004 b
003 | E
002 | g
001 N
‘

0 ke A
0.26 0.27 0.28 0.29 0.3 0.31 0:32 0.83
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Zero-Offset Attack
Attack on Simulated Traces

sibility Analysis

@ Mean and variance of each gaussian

\ statistical characteristic mean variance
A(x) = 0and A(m) =0 0.298697656377 0.000142274310396
A(x) = 0and A(m) =2 0.301273303439 0.00013476465848
A(x) = 0and A(m) =4 0.303599821346 0.00013910645988
A(x) =0and A(m) =6 0.306287380606 0.00012627529337
A(x) = 0and A(m) =8 0.310170751696 0.00011457955989

@ The noise variance is very important.
@ = The ML attack needs an accurate profiling for every A(x).

@ Can we take advantage of the mean move (hence the variance
difference) between the A(x) pdfs ?
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Zero-Offset Attack
Attack on Simulated Traces

Real Attack by pdf analysis

Using the good key and knowing the mask:
o If A(x) = 0: the gaussians have different mean;

o If A(x) = 4: the gaussians have the same mean.

probability density function P[A/x =0] good key probability density function P[A/x =4] good key
T T T T T 0.12 .

0.1

j— PIA
0.09 - B PA=2/x =
- L P[A=4/x 1

0.08 |- 4 o1 ‘\;[

007 - R 008 -
z 008 g z
o e
§ o005t g & o006
° ]
< 004 E &

0.03 [ 4 004

002 - g 002 -

001 | 8

ol . . . . . 0 i 2] . .
026 027 028 029 03 031 032 033 026 027 028 029 03
power consumption power consumption
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Zero-Offset Attack
Attack on Simulated Traces

Real Attack by pdf analysis

Using the bad key and knowing the mask:
o If A(x) = 0: the gaussians have the same mean;

o If A(x) = 4: the gaussians have the same mean.

probability density function P[A/x =0] wrong key probability density function P[A/x =4] wrong key
0.09 T 0.09 T T T T
0.08 008 - PIA=2/x =4] g
Ve
L L \PlA=6x =
0.07 0.07 el
0.06 0.06 LA g
z 2z
2 oosf 2 o005t
g g
8 o04r 8 o4l
I I
003 003 -
002 | 002 |
.01 | ] L
0.0 S 001
0 oA 1 1 1 1 [ — 1 1 1 1
026 027 028 029 03 031 032 033 026 027 028 029 03 031 032 033
power consumption power consumption
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Zero-Offset Attack
Attack on Simulated Traces

A(x)=0 A(x) =4  variance difference
Good Key | 0.000140736 0.000128611 0.00012125
Bad Key | 0.000134715 0.000137386 -0.00002671

o A new kind of HO-DPA based on the variance difference
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Zero-Offset Attack
Attack on Simulated Traces

Attack example

we use two keys:
@ Right key: 6b65796b65796b65

@ wrong key: 014080014001a110

probability density function P[A/x =0] and P[A/x =4] good key probability density function P[A/x =0] and P[A/x =4] wrong key
0.08 - - - 0.08 - - -

PlAX 0] —— Ax 0] ——
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o
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2
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The difference of variance of the good key is important compared

to the wrong one
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Zero-Offset Attack
Attack on Simulated Traces

Attack by pdf analysis

Algorithm:
@ From n plain text x; Calculate the observation vector which
corresponds to the activity ( A;) with i in [1,n]
@ For each hypothesis of key k;
@ Sort the activity (A;) within A(x;, ki) equal to 0 or 4
o Compute the difference of the variance between A(x;, ki)= 0
and A(x;j, ki)= 4
@ The correct guess of the key corresponds to the maximum of
the variance difference.

Jean-Luc DANGER < danger@TELECOM-ParisTech.fr >


http://www.institut-telecom.fr/
http://www.telecom-paristech.fr/
http://www.cnrs.fr/

Presentation Outline

© Conclusions and Perspectives
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@ ROM Masking implementation is robust against first-order
DPA (theory verified)

@ Real measurements show that HO-DPA s feasible with a
reasonable amount of traces (100K)

@ The attack is based on pdf analysis
@ HO-DPA Attack possible improvements:

@ Preprocessing : Noise reduction (Kalman filters, EM
algorithm,...)
o Use of Principal components
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