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Theoretical aspects wo

» In communication systems jitter is a monster !
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‘_ ~i5 Agilent Technologies
Total Jitter (TJ)
Unbounded ata Bounded
Particular
Bit Error Ratio EEHT;/IR
Example Causes: ngnt?é]rm ; Deterllgénrlstm | Repetitive phenomena

Jpp (DJ)

= Moise on power supplies (RJ)
= MNoise in amplifiers
Random jitter with ﬁ;;:rn;:? ol

low-pass filters thter: uJ)

Example Causes: Data

= Cross talk Dependent | Data smearing
Jitter
(DDJ)

//;;;“ mh¥;\</ Duity Cyeln )

ﬁ,rrnbm
St e Jitter (SRJ) | Distortion | Interference |
PJJ ,,z’/ \\\hﬁgcai/,/ H“\\knsu

Hepeahng phenomena Periodic jitter whose ‘1's have consistently A bit has a different length
unrelated to the data. frequency is an integer sub- longer duration than '0's, depending upon the se-
Often sinusoidal jitter (SJ). multiple of the data rate. or vice versa. quence of bits leading up toit

[ Uncorrelated to the data being transmitted ] [ Correlated to the data being transmitted ] 5
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Real Sampling Equivalent Sampling

> T1:Tr01’ T2:Tr02,1 A=D
»T,=T,+ A (A small comparing to T,)
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If A is too small we can have transients | HiaNeme
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> If T, and T, presents only Gaussian jitter profile, we
can compute the intrinsic jitter by observing the beat

L Ts

signal

Injected 1o Measured | Measured Calculated
RMS jitter [ps] | prbear OTbeat lo RMS [ps]

10 85.83 6.37 10.21

9 85.84 5.59 8.96

8 86.02 5.00 8.02

7 85.95 4.53 71.26

6 85.91] 3.81 6.11

% —\\I deal o e o s s s

/ TRorgeal \f§

,,,,,,

\/ -&Idec-:?

Ref: A coherent samplingbased method for estimating the jitter used as
entropy source for True Random Number Generators, SAMPTA 2009
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TRNG Principle

Ref: An embedded TRNG for FPGA Kohlebrenner & Gaj, 2004
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|:Sampler_cIkSFbeat

simplified version
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» We propose to extract 4
random bits per T, period if T,
and T, are independent
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» Case 1: T, and T, are independent Gaussian sources
» The obtained beat signals Ty, Thearr are different
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Histogram of TBeat1 lengths m=101.6928 s=5.7251 population=9K XY plot of TBeat1 vs. TBeat2
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Histogram of TBeat1 lengths m=0 s=0 population=6K
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Histogram of TBeat1 lengths m=0 s=0 population=6K
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Practical Results @)

Imlementations

» Case 1:

T, and T, are obtained from identical
ring oscillators, they have global
deterministic component

Xilinx and Actel implementations

» Case 2:

T, is obtained from a ring oscillator and
T, by a PLL (Actel platform)
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TBeat1 PERIOD lengths TBeati and TBeat2 lengths
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»Ring oscillator based implementation in
the Xilinx Spartan 3 FPGA

»Strong dependecy is observed Tgoan
and Tz, differ but follow the same
tendency!

e o

#ivémarrer| (3} 4\ € * L 0ABoysnip... | L) D:iBoyaniD... | L Dioyan... | 3 0ABayanip... | ) 6amcro497... | ) cryp_archi... | A MATLAB 7.5...| o 15€ project .
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TBeat1 PERIOD lengths TBeat1 and TBeat2
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Case 2:

= BT [ oedd]

@ BT ffo_ad_pacl)]
= BT flo_ad_padi]

» Actel Fusion FS600 ring oscillator
) based implementation

Cell; ADLIB:DFNL
NEtTRNG/TBeatz i
Location: (147, 39)
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o 8 pa
@ B8 sid_pad
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TBeat1 PERIOD lengths TBeat1 and TBeat2 lengths
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istdgram of TBeat1 lengths m=101 s=1.4299 population=509K
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RESULTS FOR THE UNIFCRMITY OF P-VALUES AND THE PROPORTICM OF PASSING SEQUENCES

generator iz <./E>

Ci1 Cz (€3 C4& C5 C& C7 C8 (9 Cl0 P-VALUE PROPORTICHW STATISTICAL TEST

27 18 23 19 27 Z6 20 13 15 14 0.141256
20 22 22 18 22 15 15 23 23 20 0.897763

9900 Serial
.9500 LinearComplexity

24 20 13 25 28 25 13 18 13 18 0.151557 0.9300 Frequency

19 18 25 &7 20 20 18§ 21 15 17 0.749584 0.5300 ElockFrequency

28 20 15 16 24 16 26 20 22 13 0.255705  0.9350 Cumulat iveSums

17 12 23 18 26 16 30 19 22 19 0.171867 0.5300 Runs

19 21 26 9 21 21 28 17 16 22 0.176657 0.9350 LongestRun

23 24 24 15 18 17 19 2& 16 20 D0.616305 0.9950 Rank

4 11 13 18 15 29 23 25 31 26 0.000151  1.0000 FFT

24 22 20 14 17 18 17 21 26 21 D0.759756 0.9750 HonCver lappingTemplate

15 27 23 14 17 22 26 20 17 19 D0.446556 0.9350 OverlappingTemplate

21 21 20 23 19 22 17 18 19 22 0.935733 0.9950 Universal

32 24 33 18 2z 16 19 15 13 § 0.000757 0.5700 ApproximateEntropy

18 11 12 14 10 8 14 14 18 10 0.593823 0.9764 RandomExcursions

& 12 15 10 14 11 10 15 16 18 0.650410 0.9921 RandonExcursionsVariant
0.
[u]

The minimm pass rate for each statistical test with the exception of the
random excursion (variant)] test is approximately = 0.968893 for a
sample size = 200 bhinary sequences.

The minimum pass rate for the random excursion (variant) test
is approximately 0.963513 for a sample size = 127 binary sequences.

Actel PLL implementation
2MBits/second

Mutual sampling

4 random bits / Tg.,; period

valuation @z

RE3ULTY FCOR THE UNIFORNITY OF P-VALUES AND THE FROPORTION OF PASSING SEQUENCES

generator is <./L»

Ci1 ¢z C3 C4 C5 C6 €7 C& (8 C10 P-VALUE PROPORTICON STATISTICAL TEST

9 4 9 13 g 14 g8 11 11 13 0.5141z4 0.9500 Frequency
21 15 13 10 7 7 8 3 9 4 0.008196 0.9800 BlockFrequency

6 10 9 8 13 17 2 10 9 G 0.514124 0.9500 Cumulativedums

11 9 13 4 4 13 12 10 14 10 0.262248 1.0000 Runz

1% 1z 11 7 g El 4 1z 6 1z 0.086532 0.58700 LongestRun

i1 10 17 4 6 12 14 711 8 0.137282 0.9700 Rank

1 8 13 & 14 14 5 14 17 6 0.004531 1.0000 FFT

13 6 10 11 11 12 2 9 10 9 0.246308 1.0000 NonCwer lappingTerplate
1% 13 12 5 12 11 7 g [ 7 0.062821 0.9600 OverlappingTemplate
1o 710 =] 8 11 g 17 13 7 0.474986 0.9900 Universal
17 10 7 15 13 13 [ 3 9 5 0.05194z 0.9600 hpproximateEntropy

& 5 3 5 £ 13 6 10 5 & 0.170294 1.0000 RandomExcuraions

4 7 4 g 9 5 g 10 [ 4 0.55102Z6 0.9846 RandowExcursionsVariant
i1 18 14 11 5 =] 9 g 8 8 0.191637 1.0000 Serial
11 11 15 g g 1la 5 7011 § 0.273709 0.9800 LinearComplexity

The minimum pass rate for each statistieal test with the exception of the
random excursion (variant) test is approximately = 0.960150 for a
sample size = 100 binary sSedquences.

The minimum pass rate for the random excursion (variant) test
is approximately 0.952976 for a sawple size = 65 binary sequences.

Xilinx Ring Oscillator implementation
1.38MBits/second
No mutual sampling
2 random bits / Tg,,; period
34
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