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Hash functions are a very important building block in many cryptographic protocols. Unfortunately,
in the last years research led to attacks against the popular MD5 hash function and many researchers
believe, that SHA-1 and the similar SHA-2 family of hash functions will share that fate (cf. [1, 2]).
Therefore, the NIST decided to start the SHA-3 competition which is similar to the earlier AES
effort (cf. [3]). The present work contributs results of FPGA-based implementations of several
SHA-3 candidates. We focus on compact implementations, which are reasonable fast for many
applications. In practice this is a suitable approach, because the bottleneck is often a much slower
communication link. Furthermore using less area reduces the cost of the implementation.

For each SHA-3 candidate, a compact design can be achieved in several ways. The main
challenge is to reduce the parallelism, which leads to a folded design. At first, this seems to be
an easy task, but the details of each hash function lead to many problems. We analyzed and
implemented three of the candidates, namely Grøstl (cf. [4]), JH (cf. [5]) and Skein (cf. [6]) for
Virtex-5 FPGAs. JH is a very flexible candidate, making it easy to use datapath widths down to
8 bit. Grøstl’s datapath can be divided into 64 bit parts, leading to a fast, yet compact design.
Skein’s flexibility in this regard is not that great. Doubtless, it is easy to reduce the datapath to
64 bit or less, but Skein’s round function prevents a really efficient pipelined design.

The results vary between the three hash functions. The winner in the category throughput-area
ratio is Grøstl-256, achieving over 1 Gbit/s, using only 470 slices. The smallest candidate imple-
mentation was achieved for JH-256 with only about 205 slices, at the cost of a large performance
gap to Grøstl-256, reaching only 27 MBit/s. Our Skein-256 implementation needs about 555 slices
and achieves 237 MBit/s and thus Skein does not excel in either area or speed. On the other hand,
it has the second best throughput-area ratio of the three investigated candidates.
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