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Abstract

The stochastic approach in power analysis combines engineer’s expertise with
quantitative stochastic methods from multivariate statistics. Originally, the stoch-
astic approach was developed as an attack tool. Its most important benefit, how-
ever, is that it does not only give the information whether an implementation is
vulnerable but even quantifies the key-dependent power leakage with regard to
a vector space basis.

This feature allows to apply the stochastic approach as a tool to support the
design of secure crypto implementations. For instance, imbalanced bit lanes in
a particular bus section may be detected, and leakage models can be verified or
falsified.

The presentation addresses the different aspects of the stochastic approach
from attack to design.


