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Leakage Models

Notions of Side-Channel Analysis (SCA)

The leakage of a cryptographic function, as measured by an
adversary, is a probability law of the inputs / the outputs;

Interesting leakage depends on manageable parts of the
secret key;

It involves a so-called sensitive variable;

Once a leakage function is known, it is straightforward to
devise a distinguisher;

It will hopefully exploit the leakage . . .

. . . for a successful key retrieval.
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Iterative Hardwired DES Example (1/2)

The Exact Leakage Model

At date i = 1, L(LR0, LR1) ∼
HW(LR0 ⊕ LR1) + N (0, σ2);

For the specific example of DES,
f (R0, K1) = P ◦ S(E(R0) ⊕ K1);

Hence:
L(LR0, LR1) ∼

∑32
i=1 Li ⊕ Ri +

∑8
s=1

HW(Ss(E(R0) ⊕ K1)J6(s − 1) + 1, 6sK
⊕ P−1(L0 ⊕ R0)J4(s − 1) + 1, 4sK

)

+N (0, σ2).

Color code:

left (unsensitive), right (sensitive) and noise.

Feistel Block

Li−1 Ri−1

RiLi

Ki f
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Iterative Hardwired DES Example (2/2)

Attack of the sbox s ∈ J1, 8K

L(Sbox s) ∼

HW

(

Ss(E(R0) ⊕ K1)J6(s − 1) + 1, 6sK

⊕P−1(L0 ⊕ R0)J4(s − 1) + 1, 4sK

)

+ N (60/2, 60/4 + σ2),

since the expectation of a random bit B is 1/2 and its variance
∑

b∈{0,1} P[B = b] × (b − 1/2)2 = 1/2 × (1/4 + 1/4) = 1/4.
Regarding the noise:

(64 − 4)/4 = 60/4: algorithmic noise (left + rest of right);

σ2: measurement noise.

In ASIC, 60/4 ≫ σ2 whereas in FPGA, 60/4 ≪ σ2

(softwarity versus hardwarity).
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Leaking Variables and Leakage Models

In the previous example, a leakage model uses 4 × 2 + 6 = 14
variables from the plain text (4 initial & 4+6 final):

R{32,1,2,3,4,5} on the one hand, and
RP−1{1,2,3,4} and LP−1{1,2,3,4} on the other hand. It is also
equal to R{9,17,23,31} and L{9,17,23,31}.

Then, those variables leak through a Hamming distance
model.
All attacks need to know the leaking variables, to realize a
partitioning (214 of them):

Template attacks (TA)
Mutual information analysis (MIA)

Model-based attacks need an approximation of leakage
model:

TA and MIA (less partitions, hence better distribution
estimation),
Stochastic attacks, CPA.
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Universal Leakage Model Characterization

Build the templates ∀k ,L(inputs, K ) | K = k .

Issue: for DES, the profiling takes 264 × 256 × 1, 000
encryptions...

Kocher’s mono-bit selection function

Pick a bit B: easy enough and no leakage model.

But can fail, e.g. on HW:
Cov(B, B ⊕ L + N (µ, σ2)) = 0 if B and L are decorrelated.

Typically L is the value of the left register that is XORed at the
end of the round with B.
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Examples

Some Empirical Approaches

In [RRST02] (S&P’02), the authors use the memory bank
where the data is written to;

In [BCO04] (CHES’04), the authors use as initial state the
memory bank where the data is written to;

In [BP10] (CHES’10), the authors exhibit leakage functions
for six SHA-3 candidates;

In [GSM+10] (LatinCrypt’10), the authors find leakage models
for stream ciphers.
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Hamming distance . . . . . . . . . . . . . . . with nonequivalent bits
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Hamming distance . . . . . . . . . with nonequivalent transitions

EM field close to a Stratix FPGA implementing a DES in WDDL [SGD+09].
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⇒ signed-distance leakage model [PSQ07]
1 · xinitial ∧ xfinal + (1− δ) · xinitial ∧ xfinal, with δ ∈ R (here δ ≈ 1.8).
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Various Leakage Models for DES [EG10]

L1

L0 R0

R1

Feistel
function: f

t = 1

32

model B

model C

t = 0

32 32

model A

model D

K1

32

Attack on the first round of DES

Caption: black = known values; red = unknown sensitive values
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Eigenvector for model A
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Eigenvector for model B
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Eigenvector for model C
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Eigenvector for model D
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Finding the best leakage models is not obvious [EG10]
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Hamming Weight Model (A): Deeper Investigations

Signing before Signing after
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Memo: encryption starts around sample 400.
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The DES Crypto-Processor has an 8-bit Interface
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Leakage Explained: . . . . . . . . . . . . . . . . . . . . . . . . . . unsensitive

During the 8 cycles that precede the encryption:

M2 = L8 overwrites KEY58 => CD0[ 9] => CD1[ 8] => K[18]

M4 = L16 overwrites KEY60 => CD0[25] => CD1[24] => K[ 4]

M6 = L24 overwrites KEY62 => CD0[37] => CD1[36] => K[46]

M8 = L32 overwrites KEY64 => PARITY =>

M1 = R8 overwrites KEY57 => CD0[57] => CD1[56] => K[40]

M3 = R16 overwrites KEY59 => CD0[17] => CD1[16] => K[18]

M5 = R24 overwrites KEY61 => CD0[45] => CD1[44] => K[18]

M7 = R32 overwrites KEY63 => CD0[29] => CD1[28] => K[ 8]

Then, during the 8 cycles that follow:

M58 = L1 is overwritten by a constant

M60 = L9 is overwritten by a constant

M62 = L17 is overwritten by a constant

M64 = L25 is overwritten by a constant

M57 = R1 is overwritten by a constant

M59 = R9 is overwritten by a constant

M61 = R17 is overwritten by a constant

M63 = R25 is overwritten by a constant
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Hiding (Counter-Measure 1/2)

a ↔ (af , at) DPL representation:

a is VALID if af ⊕ at = 1 .

VALID
.
= {VALID0, VALID1} or

VALID
.
= {(1, 0), (0, 1)}.

a is NULL if af ⊕ at = 0 .

NULL
.
= {NULL0, NULL1} or

NULL
.
= {(0, 0), (1, 1)}.

Protocol:

NULL0

VALID1

NULL1

VALID0

Precharge:

Evaluation:
(output disclosed)

ph
as

e

Flavors of Dual-rail with
Precharge Logics (DPLs):

DPL w/ EPE†:
∃a VALID, f (a, NULL) =
VALID. Cheapest, but
also less secure.
DPL w/o
EPE† [BDF+09]:
∀a VALID, f (a, NULL) =
NULL. More expansive,
but more secure.

†: EPE = Early Propagation Effect [SS06]
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Leakage Simplification for DPL

No history effect: sensitive variables leak plain.

If DPL is perfectly implemented, there is no leakage (at least
in theory).

Thus DPL makes up a unique testbed to assess the amount of
interaction between bits.
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Stochastic Characterization [SLP05, Sch08]

Approximation of the leakage model at order d ∈ N∗

L(x) =
∑

I∈F
n
2 |HW(I )≤d

βI · x
I where x ∈ Fn

2 .

Notation: x I =
∧n

i=1 x
I [i ]
i . Example: x{0,1,1,0,0,0,0,1} = x6 ∧ x5 ∧ x0.

Coefficients βI ∈ R (β0 is non-informative)

n = 8 of them for a linear model (d = 1),

+=
(

8
2

)

= 28 of them for a quadratic model (d = 2),

· · ·

+=
(

8
8

)

for a model at highest order (d = 8 or templates,
with 2n =

∑n
d=0

(

n
d

)

coefficients).
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Characterization results at order d = 1 (traces: [BGF+10])

Depending on the attack, leaking one bit might not be serious if
the leakage function is bitwise:

I(O; X ⊕ k) = I(O; X ⊕ 0) = I(O; X ⊕ 1), or
∣

∣ρ(O; X ⊕ k)
∣

∣ =
∣

∣ρ(O; X ⊕ k)
∣

∣ = |ρ(O; 1 − X ⊕ k)| =
|−ρ(O; X ⊕ k)| = |ρ(O; X ⊕ k)| , ∀k .
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Harmful leakages are either non-injective or involve an extra

random variable.
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Basis vectors for quadratic leakage

I (Xi ∧ Yj ; Xj) > 0

I (Xi ∧ Yj ; Xj) =
H (Xi ∧ Yj)−H (Xi ∧ Yj | Xj).

Xi Xj Z = Xi ∧ Xj

0 0 0

0 1 0

1 0 0

1 1 1

⇒ inappropriate

I
((

Xi −
1
2

)

·
(

Yj −
1
2

)

;
(

Xj −
1
2

))

= 0

I
((

Xi −
1
2

)

·
(

Yj −
1
2

)

;
(

Xj −
1
2

))

=
H

((

Xi −
1
2

)

·
(

Yj −
1
2

))

−
H

((

Xi −
1
2

)

·
(

Yj −
1
2

)

|
(

Xj −
1
2

))

.

Xi Xj

(

Xi −
1
2

)

·
(

Yj −
1
2

)

0 0 +1
4

0 1 −1
4

1 0 −1
4

1 1 +1
4

⇒ appropriate
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Characterization results at order d = 2 (traces: [BGF+10])

L(x) =
n

∑

i=1

βi ·

(

xi −
1

2

)

+
∑

i 6=j

βi ,j ·

(

xi −
1

2

)

·

(

xj −
1

2

)

.
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Estimating the leakage does not always translate into
attacks

Ex. 1: Uncentered Templates

S

S

S

S

counter

fixed
inputs

D

k ∀k[0], k[1..3] fixed:

∀k[0], with different k[1..3]:

Ex. 2: Mutual information of bijective partitionings

I(O; S−1(X ⊕ k)⊕0x00) = I(O; X ⊕ k)) = I(O; X ) if k is constant.
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Principle

Principle (of masking at order d)

Every variable s ∈ Fn
2, potentially sensible, is represented as a

set of shares {s0, s1, · · · , sd} ∈ (Fn
2)

d+1.

To reconstruct s, all the si are required.

Example: d = 1, s
.
= s0 ⊕ s1 .

Leakage

In masking schemes implemented in software, several leakage
functions are considered (sum, absolute difference, centered
product, etc).

In [PR10, §4.3], the authors consider every share leaks
independently.
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Pathological Leakage Models

L(si ) = HW
(

⊕d
i=0si

)

: auto-demasking:

m ⊕ x → m leaks...

L(si ) = δ
(

⊕d
i=0si = v

)

: glitches [MS06].

When the shares take the value v (that can be independent of
the masks), an highly-consuming glitch appears.

L(x) = x [1] ⊕ x [0]:

is the optimal function of a masking that leaks HW[X ⊕ M]
(see [PRB09]) if n = 2 and M ∼ U ({01, 10} ( Fn

2).

L(x) = HW(x) ...

with a (first order) CPA on the squared centered traces. See
next slides at Boolean 2O masking.
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Attacks on masking (w/o mask) (1/3)

⇒
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0 41 2 3 0 41 2 3 0 41 2 3 0 41 2 3 0 41 2 3
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H(O|L=0)=2.03 H(O|L=1)=2.03 H(O|L=2)=2.03 H(O|L=3)=2.03 H(O|L=4)=2.03 ⇒ H(O|L)=2.03 bit
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Attacks on masking (w/ mask) (2/3)

⇒
2n

d
-o

rd
er

d
ep

en
d
en

ce

0 82 4 6

O|L=0

0 82 4 6

O|L=1

0 82 4 6

O|L=4

0 82 4 6

O|L=2

0 82 4 6

O|L=3

C
or

re
ct

ke
y

(i
.e

.
p
h
y
si

ca
l
L

)

0 82 4 6

O|L=3

0 82 4 6

O|L=4

0 82 4 6

O|L=1

0 82 4 6

O|L=0

0 82 4 6

O|L=2

p(L=0)=1/16 p(L=1)=4/16 p(L=2)=6/16 p(L=3)=4/16 p(L=4)=1/16

H(O|L=0)=2.03 H(O|L=1)=1.81 H(O|L=3)=1.5 H(O|L=3)=1 H(O|L=4)=0 ⇒ H(O|L)=1.39 bit

H(O|L=0)=2.54 H(O|L=1)=2.54 H(O|L=2)=2.54 H(O|L=3)=2.54 H(O|L=4)=2.54 ⇒ H(O|L)=2.54 bit
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Attacks on masking (w/ mask) (3/3)

⇒
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Conclusions

Some partitioning can lead to differences, that are not
sensitive!
⇒ it is important to vary the key.

Models can be more or less sophisticated

Perspectives

A method to find the best partitioning, blindly.

It is the side-channel (or SCARE) problem, to determine the
hidden vulnerabilities.

For DPL logics:

It is sufficient to test all the n nodes exhaustively on the t

samples [BGF+10], hence a constructive proof-of-security
(O(n × t));
Harder for masking schemes! (O(n × td) at order d).
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