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Abstract

This talk revisits high-order (HO) Boolean masking countermea-
sures against side-channel attacks in contexts where the masks are
manipulated simultaneously. The relationship between the leakage
characteristics and the attack efficiency (Correlation Power Analysis
– CPA, and Mutual Information Analysis – MIA) is focused, leading
to the introduction of the notion of HO-CPA immunity as a metric to
characterize a leakage function. We show that this notion intervenes
to assess both the resistance against HO-CPA attacks and the amount
of leakage. Then, we describe the technique of leakage squeezing. It is
an optimization of the straightforward Boolean masking where masks
are recoded relevantly by bijections. Our main contribution is to show
that this new technique enables to increase the HO-CPA immunity of
a masking countermeasure at the cost of a negligible timing/memory
overhead.

1


