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Differential Side-Channel Analysis
Context — Protection of Block Ciphers

Definition of a sensitive variable
Z: a sensitive variable, i.e. that depends
@ on a unknown static key K and

@ on a known dynamic plaintext/ciphertext X.

Side-Channel Analysis
Predict Z,
@ despite countermeasures (e.g. masking with M),

@ so as to distinguish the correct K = k* from the incorrect key guesses.
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High-Order Masking
Presentation Outline
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High-Order Masking Definitions

Masking at Order d

Definition
Split a sensitive variable Z € F5
@ into d + 1 random shares, noted S = (Si)icpo,d1-

@ in such a way that the relation Sg L --- 1 Sy = Z is satisfied, for
group operation L (e.g. the XOR operation in Boolean masking).

Soundness of the dth Order Masking Scheme

@ Z can be deterministically reconstructed knowing the d + 1 shares,
while

@ no information about Z can be extracted from strictly less than d + 1
shares.

v
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LTGRO ERVES S  Example of Secure Computation

Example of Secure Computation

(1) Whitebox
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(if) with squeezing.
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Other dth Order Sound Masking Schemes Exist...
“Provably Secure Higher-Order Masking of AES", [RP10].
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TG ROTC AV ERNTAN  Impact of the Attacker Physical Skills on the Attack Order

Order of the Attack

Depends on the Resolution of the Attacker

Q Q
< <
’ ‘ g
’ @ ’
Time Time
High spatial resolution... High frequential resolution...

Leakage model: L = £5(Sp) 951(51)

S. Guilley et al. (TELECOM ParisTech) Wednesday June 20th 2012 8 /39



Impact of the Attacker Physical Skills on the Attack Order
Independent Leaking of the Shares

Modelization
@ The leakage passes through the noisy functions ¢;, where
) é,'ZX'—)f,'(X)-i-N,'.
o Notation: L = (Lo, -+, Lg) = (€o(S0), - »£a(Sa))-

Usual assumptions
© Bits indiscernibility and independence: fi = wy.
i.e. f; is a Hamming weight function.
@ Gaussian noise: N; ~ N(0,02).

For the sake of clarity, we can sometimes set: Vi € [0, d],0; = 0.
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IEGROIETRVES N Adversarial Objective: Collecting the d + 1 Shares

How to Collect as Many Shares as Possible?

Initial Combination

@ Nicknamed Cyevice (in reference to hardware; in software, it could also
have been called Cmeasure)-

@ Not chosen by the attacker.

Final Combination
@ Nicknamed Cattacker-
@ Chosen by the attacker.

Total Combination

@ Nicknamed Ciotal = Cattacker © Cdevice-
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S IEGROIEETRVES I Intuition for a Link Between a Polynomial and the Attack Order

Notion of Attack Order 'é‘éﬁib'lh"éa"'é""q'"'g}';

Depending the implementation is: :-‘ Centered product

a) Sequential, i.e. software, or
b) Parallel, i.e. hardware,

exploitation of a first-order
masking can be done either by:

a) centered product (proved
optimal in [PRB09], or

b) squaring the leakage (called
2Z-DPA in [WW04]).

The common point is the degree
2 of the exploited leakage
Ctota|(Z). We base ourselves on
this notion in the sequel.
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IEGROIEEAVES N Leakage Characterization in Terms of Polynomial Degrees

Leakage Polynomial Decomposition

0 Crotal(L) = Y qenes1 g - L%, with az € R (they can be null).

-

Polynomial Degree dyoly(Crotal(L))

@ Usual definition for polynomials in RY*+1 of variables [= (Lo, -+, La),

o . d
9 dpoly(ctotal(l-)) = MaXg st. ag#0 ||Oé||1 = MaXg s.t. az#0 Z,‘:o Q.

Algebraic Degree da|g(Ctota|(Z)) (aka multivariate degree)
o Similar definition for polynomials in R[Lo, - , L]/ (H?’:o 12 - L,-),

@ «; is counted as 1 if o; > 0, and as 0 otherwise.

Property
dpoly(ctotal(z)) > dalg(ctotal(z))-

v
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IEGROIECTRVES I  Key Result

Attack Success Condition
@ The attack succeeds if and only if the leakage meets the condition:

0 duig(Crotal(L)) = d + 1.

Attack Success Necessary Condition
@ The attack can succeed if the leakage meets this condition:

—.

(*] dp0|y(Ct0ta|(L)) =d + 1.

Argument of the Talk

° |This last relationship might not be a necessary condition |

@ Indeed, we will argue it is possible to have

—. —.

dpoly(ctotal(l-)) > dalg(ctotaI(L)) [StI’I.Ct].J
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High-Order CPA Immunity
Presentation Outline

© High-Order CPA Immunity
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High-Order CPA Immunity HCI Definition

HCI: High-Order CPA Immunity

Remark

o dpoly(ctotal(z)) > dalg(ctota|(z))'

@ But for the attack to succeed, the first condition is on da|g(Ctota|(Z)):

dooly(L3) = 3, however, with a countermeasure (d > 0),
dig(L3)=1<d+1=2 [i.e. attack failure in 1% order masking].

HCI Definition
@ HCI = min {i € N such that 3z, 4/ (Cyotall Z = z) # 11/ (Ciotar) };
@ Idem Vi < HCL,Vz, 1/ (Ciotall Z = 2) = 1t/ (Crotal) [moments].
@ Idem Vi < HCL,Vz, k'(Ciotal| Z = 2) = k'(Cotal) [cumulants].
@ Because,

vz, ,U/i(ctotal|z = Z) are eq_ua/ = Mi(ctotaI’Z = Z) = Ni(ctotal)
(idem for the cumulants k').

v
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EGROENNETNITITTYA  Link between HCl and Cyopal (L)

—

HCI = dpoly(Crotal(L)) for common SW/HW leakages

Software leakage archetype [time extensive]

o ldentity leakage: Cdevice(Z) =1,

=

Rig0r0U5|y5 Cdevice(z) = Z - E(L)
o Attack strategy: Ciotal(L) = Cdevice([’)7, with 7 € (N%)9+1,
i = |[ill1 > d + 1 because daig(Crota(L)) = min{i, d + 1},

and as small as possible since SNR < o2/,

Hardware leakage archetype [time intensive]
@ Sum leakage: Cdevice(Z) = 27:0 L;.
Rigorously: Caevice(L) = 20 o Li — E(X0, L))
o Attack strategy: Ctota|(Z) = Cdevice(Z)i with i € [d + 1, +oo[;

i > d+ 1 because da|g(Ctota|(Z)) = min{i,_d + 1},
and as small as possible since SNR < o2/

v
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IEGROIC RO NN  HCI as an attack metric

HCl is an Attack Metric
HO-CPA: Value-based Attacks

7 Var(E(Crotal(L)| Z Var(E(Cio(D)|Z
® p(Crotal(D), Z) = YeECealL)2)) _ L Ceica D2 [PRBOY]
@ By definition of HCI, the largest i such that p(Ciotai(L ) Z)#0is
i = HCI.

MIA: Distribution-based Attacks

@ There's no notion of order in MIA, but we have this theorem [LB10]:
I(Croral(L): 2) = (1)

N2

Z Z . ( (Cooral(D) | Z=2) = ki(Coorai(D)) )

(Ut20t + ‘72)i

v
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IEGROIC RO NN  HCI as an attack metric

HCl is an Attack Metric
HO-CPA: Value-based Attacks

® oCura(D), 2) = TGN = vl [PREO)
@ By definition of HCI, the largest i such that p(Ciotal(L ) Z)#0is
i = HCI.

MIA: Distribution-based Attacks

@ There's no notion of order in MIA, but we have this theorem [LB10]:
I(Ceotal(L); 2) = (1)

N2

Z Z . ]( (Cooral(D) | Z=2) = ki(Coorai(D)) )
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IEGROIC RO NN  HCI as an attack metric

HCl is an Attack Metric

HO-CPA: Value-based Attacks

[). 7) = Ver(ECuai(D)12)) _ Var(p'(Cassce(D)]2))
° ACol) 2) = @) © VerlComD) [PREO]

@ By definition of HCI, the largest i such that p(Ciotal(L), Z) # 0 is
i = HCI.

MIA: Distribution-based Attacks

@ There's no notion of order in MIA, but we have this theorem [LB10]:

I(Croral(L); 2) = (1)

B Lo\ 2
+o0 1 ki(ctotal(L) ’ Z:Z) B ki(ctotal(l-))
2 ﬁzp[zl< (0Bt 02) )
i=HCl z tot

v
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IEGROIC RO NN  HCI as an attack metric

HCl is an Attack Metric
HO-CPA: Value-based Attacks

T _ Var(B(Crota(L)[2)) _ Var(p(Caevice (D) 2))
° ACol) 2) = @) © VerlComD) [PREO]
@ By definition of HCI, the largest i such that p(Ciotai(L ) Z)#0is
i = HCI.

MIA: Distribution-based Attacks

@ There's no notion of order in MIA, but we have this theorem [LB10]:

I(Ctotal(z); Z)= ()
N2

. ( (Crotal(L) | Z=2) — k,-(Ctotau(L)))

i:ZHCI2 "Z i (Ut20t+02)i E

O (Ufsza) ‘

v
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High-Order CPA Immunity [gWACHIEW (6B da|g(Cmta|(Z))?

atg(Crotar): attack impossible >< attack possible in IT

HCI: HO-CPA impossible >< HO-CPA possible

| (f | | | | .
I I T 1 1 ?

d+1 d+2 d+3

_éﬁtaeker

@ Increase da|g(Ctota|(Z)),

@ because from the information theory standpoint, no attack can
succeed w/o combining all the d + 1 shares.

@ Decrease dp0|y(Ctota|(Z)) (= HCI for power Cattacker),
@ because the SNR decreases exponentially:
Var(Ceotal (L)) > o2 (Crora (5)
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Leakage Squeezing |
No Leakage Squeezing:

]
n=4d=1HCl =2
o (Crotal ): attack impossible >< possible in IT
HCIL: HO-CPA impossible >< HO-CPA possible
| | | | |
f T T T T
0 d=1 2 3 4

i

Cdevice (E) - E
= (LO, Ll)
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Leakage Squeezing |

]
No Leakage Squeezing:

n=4d=2HCl =3
o (Crotal ): attack impossible in IT >< possible
HCL: HO-CPA impossible >< possible
| | | | |
f T T T T
0 =

i

Cdevice (L ) =

N
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Leakage Squeezing | ]
No Leakage Squeezing: n=4d=3HCl =4
o (Crotal ): attack impossible in IT Xpossible
HCL: HO-CPA impossible >< possible
| | | | |
f T T T T
0 1 2 d=3 4

i

Cdevice (E) - E

= (L07 L17 L27 L3)
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No Leakage Squeezing: n=4,d=1HC =2
o (Crotal ): attack impossible >< possible in IT
HCIL: HO-CPA impossible >< HO-CPA possible
I
0

i

)

Cdevice(f;) = hW(E)
=Lo+ Ly
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No Leakage Squeezing:
dalg (Ctotal ) :

n=4d=2HC =3
attack impossible in IT >< possible
HCL:

HO-CPA impossible >< possible
!

i
4

Cdevice(f;) = hW(E)
=Lo+ Ly + Ly
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No Leakage Squeezing: n=4d=3HCl =4
o (Crotal ): attack impossible in IT Xpossible
HCI:
I I
0

HO-CPA impossible >< possible

i

-,

Cdevice (L) = hW(L)

-

=Lo+ L1+ Ly+ L3
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Leakage Squeezing [ ] Introduction to the Concept of Leakage Squeezing

datg(Crotar): attack impossible >< attack possible in IT

HCT: HO-CPA impossible >< possible

| I(a | | | | .
I 1 1 1 1 2

+2 d+3

Goal

@ Save masks and/or
@ reduce the attacker's SNR.

Principle
@ Replace S; by Bi(S)),
@ when B; is linear, we note B; : X — M; x X, with M; € (IFQ)Z.
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Wy (i Wi et Lieer BEsions
Hamming Weight Leakage is Important

@ The leakage squeezing works only because f; = wy
at least approximately;

@ Prior characterization with stochastic model increases the confidence.

n =4, HD model deviation & = /0% of order t< 2 n = 4, HD model deviation & = 50% of order t<2
= = =
S S
T T -
E E
s 5 -
= z
T w -10
S ]
g 14 No CM (unnoised HD) —+— 1 g No CM (unnoised HD) —+— .
= e | Ist order CM (unnolsed HD) - u = e | Ist- ovdev CM (unnmsed HD) - e 4?"%@
M (noised HD) -+ M (noised HD) -+
8 b F2 CM (noised HD) 4 18 b 2' CM (noised HD) 1
F3' CM (noised HD) F3 CM (npised HD)
20 . . h h . . . . . 20 . . . . . .
0 05 1 15 2 25 3 35 4 45 5 0 0.5 1 15 2 25 3 35 4 45 5
Noise standard deviation () Noise standard deviation ()

Because it adapts to both Hamming weight and distance [MM12]
@ Hamming weight: f;(X) = wy(B(X)).
o Hamming distance: (X, X’) = wy(B(X) ® B(X')) =
wa(B(X & X')) = fi(X & X') = fi(AX).
B SO SRSz R \Vednesday June 20th 2012 27 /::9




Leakage Squeezing [ I Leakage (=masking) squeezing (=hiding)

The Big Picture

Intermediate values of the
cryptographic algorithm

YL e e | Leakage

Intermediate values
processed by the device
\L/J\ Hiding :
@ countermeasure Squeezing

Power consumption of the
cryptographic device

Ctotal (ez (Sz))

@ Shares make up the masking, that is enhanced by
@ indiscernibility of the bits (i.e. hiding).
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Leakage Squeezing | ]

No Leakage Squeezing: n=4,d=1HC =2

datg (Crotal): attack impossible >< attack possible in IT

HCIL: HO-CPA impossible >< HO-CPA possible

1 000
—— | | | PM, = g (1) ? g
0 d d+1 d+2 d+3 000 1

[m] = = =
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Leakage Squeezing | ]

Leakage squeezing: n=4,d=1HCI =3
datg (Crotal): attack impossible >< attack possible in IT
HCIL: HO-CPA impossible >< HO-CPA possible 0011
—— i i i o= 00
0 d d+1 d+2 d+3 100 1

[m] = = =
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Leakage Squeezing | ]

Leakage squeezing: n=4d=1HCl =4

datg (Crotal): attack impossible >< attack possible in IT

HCIL: HO-CPA impossible >< possible 0111
—— i i i o=
0 d d+1 d+2 d+3 1110
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Leakage Squeezing [ ] Formalization
Problem Statement for d = 1 Whatever n
Specification

0 Vi < HCl, 1t/(Caevice(L)|Z = z) must not depend on z.

In Hardware (S0, 51) = (Z ® M, M)
o (Wh(z® M)+ wyy o B(M)) =Y/ (})wh(z ® M) - wiy o BIMY .

@ Idem: Vp, g such that p+ g < HCI, E(wy(z & M)P - wy o B(M)9)
does not depend on z.

v

Theorem

o |dem: ;/E(a) : m(a) = cst x §(a).

Proof Fourier transform: f(a) = er]Fg f(x)(—1)*2

@ Fourier of a constant (resp. convolution) is a Dirac (resp. product).
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Leakage Squeezing [

Property

o wh(a) =0 <= wy(a) > p.

]

Resolution

Problem Equivalent Formulation

@ Find B such that Va # 0, wy(a) < p = wy o B9(a) = 0.

Some Linear Solutions

HCl =2 HCI =3 HCl =
0 01 1 0111
0101 1011
Mi=ldy | Mo=1 71 71 ¢ Ms=111 01
100 1 1110
1110 0111
0 4 1011 4 1011
Mim=lda Mym=1t o111 [[M=1101
1111 1110
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Conclusions and Perspectives @IS [TETTIE

Prior Belief

@ If d masks are used, then:

combining d + 1 samples (software) or
raising the traces at power d + 1 (hardware)

@ suffice to break the concealed keys.

Leakage Squeezing

@ If d masks are used, then:

combining HCl > d + 1 samples (software) or
raising the traces at power HCl > d + 1 (hardware)

@ are necessary to break the key via the traces.

Attack Performance is Reduced
@ HO-CPA of order HCI are required,
o Ml = O(J_z'HC').
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Conclusions and Perspectives Perspectives

Perspectives

Non-linear bijections B:
@ In distance: problem is solved [MGCD12]

@ In values: open issue

How to adapt the leakage squeezing to a leakage model different than
fi = hw (i.e. the Hamming weight),

(]

@ for instance characterized by a stochastic approach [SLP05]:
f;(X) = Zfeﬁrg BTXI

HCI depends on n... Does focusing on smaller parts help?

High-order leakage squeezing
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