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@ Recent works® show the possibility to bias a T.R.N.G. output sequence.
=> Significant vulnerabilities in many cryptographic systems

® AT.R.N.G. has to conserve its statistical properties, and the
unpredictability of the generated sequence, even during intentional or
unintentional variations of the environment.

How to ensure the randomness of the sequence?

1Bayon et al.:Contactless Electromagnetic Active Attack on Ring Oscillator Based True Random
Number Generator, COSADE 2012
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A classical design
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The design recommended by BSI
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An extended security design
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V. Fischer: A Closer Look at Security in Random Number Generators Design, COSADE 2012
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Noisy oscillators

Noisy oscillators are often used as entropy source.

Ideal

<—Tosc—>» time
A

\ \ jitter

What is the expected behaviour of the jitter?

Noisy

How to measure it?
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© Assuming that jitter is caused by thermal noises

@ Model of noisy oscillators
9 Measurement protocol
9 Results

@ Assuming that jitter is caused by a composition of differents noise types

@ Model of noisy oscillators
@ Measurement protocol
@ Results
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The expected behaviour

Hypothesis:
Assuming the presence of only thermal noise in the circuit, Baudet et al.*
modeled the evolution of the phase jitter by a Wiener stochastic process.
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P mean value Tes
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Xj.L is the duration between L flipping of the oscillators

Consequence: The variance of X, is expected to be proportionalto L .

“Baudet et al.: On the Security of Oscillator-Based Random Number Generators, Journal of
Cryptology 24, 2 (2011)
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Measurement protocol

10 delay element ring oscillators implemented in Altera Cyclone 3

- —
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| Ring Oscillator 2 |—» Gei:lrs::letor | | .......................................
|
| '
[FPGA Altera Cyclone 3 ., |IPC. ]
ieusesonal T periods of Ring Osc 2
Tacc / :

Then the variance of [N]j=1. . is expected to be proportional to L
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The variance of [N]j—1..m is not proportional to L
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@ We assumed the presence of only thermal noise in the circuit
=> The variance of X, is expected to be proportional to L

@ In the Altera Cyclone 3 : is it not the case

@ Thermal noise is not the only noise type present
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© Assuming that jitter is caused by thermal noises

@ Model of noisy oscillators
@ Measurement protocol
@ Results

@ Assuming that jitter is caused by a composition of differents noise types

@ Model of noisy oscillators
@ Measurement protocol
9 Results
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Noisy analog phenomena

An ideal oscillator Vigeal (1) = G( 2 -t)

TOSC
where G is a 27 periodic function

t=3.Tosc t=4.Tosc t=5.Tosc

time
t=Tosc 1 t=2.Tosc 1

The total phase : Q(t) = 2= -t

\4
~
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Noisy analog phenomena

A noisy oscillator Vhoisy (1) = G (% T+ Gﬁ(t))
't=0 t Tosc t 2.Tosc ;t=3.Tosc Et=4.Tosc 3t=5.Tosc time
The total phase : Q(t) = TW St o(t)

A Q(t)
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Noisy analog phenomena

Noise currents are described in the frequency domain using the P.S.D.°

2 noise types are dominant in CMOS transistors

A log[Sin(F)]

Flicker Noise

Thermal Noise

¢ slope 0

loglfl
»

Noise currents P.S.D.

SPower Spectral Density
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Noisy analog phenomena

According to several analysis such as ¢, noise currents P.S.D. are
transformed in terms of ¢(t) P.S.D. such as:

log[Sin(f)] log[ S.(f)1

Flicker Noise

Flicker Noise

slope -1 slope -3 Thermal Noise
Thermal Noise Bt
e Piae
y2 e slope 0 slope -2
loglfl loglfl
> >
Noise currents P.S.D. ¢ P.S.D.

SHajimiri et al.: A general theory of phase noise in electrical oscillators, IEEE Journal of Solid
State Circuits (1998).
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The expected behaviour

Patrick HADDAD
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Measurement protocol

o(1) IS
A e d(Toce

D, )

Tac
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te ta tii tin [ R teir EtM+i thriea
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@ Letus define dy (Tace) @s : dy(Tace) = S(tkr1) — 6(t)
e Let Dy (ti; Tacc) be the variance estimator of samples {d;(Tacc), ----» di+m—1(Tacc) }

9 Let (Dy (ti; Tacc)) be the infinite time average of Dy (tj; Tacc ). According to 7:

4 oo M2sin?(fTace) — sin?(mfMTace)
D (t; Tace)) = / - Sy(f) - df
(M(I acc)> M—1Jo M ¢()

"Barnes et al.: Characterization of Frequency Stability, IEEE Transactions on Instrumentation

and Measurement (May 1971)
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Measurement protocol
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9 Let us define d (Tacc) as : dx(Tacc) = d(tcr1) — o(t)
e Let Dy (ti; Tacc) be the variance estimator of samples {d;(Tacc), ----» di+m—1(Tacc) }
e Let (Dy (tj; Tacc)) be the infinite time average of Dy (tj; Tacc)-

4 oo M2sin?(wfTace) — sin? (wfMT.
(O o)) = o [ (fTace) — Sn"(nMTace) g (1) . gt

M
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Measurement protocol
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9 Let us define d (Tacc) as : dx(Tacc) = d(tcr1) — o(t)
e Let Dy (ti; Tacc) be the variance estimator of samples {d;(Tacc), ----» di+m—1(Tacc) }
e Let (Dy (tj; Tacc)) be the infinite time average of Dy (tj; Tacc)-
Oy (4 Tace) 4 /m MZsin? (nfTacc) — sin?(wfMTacc) S, (f) - df
RS VI M ¢
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Measurement protocol
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9 Let us define dy (Tacc) a@s : di (Tacc) = ¢ (tk1) — @(tk)
e Let Dy (ti; Tacc) be the variance estimator of samples {d;(Tacc), ----» di+m—1(Tacc) }

e Let (Dy (tj; Tacc)) be the infinite time average of Dy (tj; Tacc)-

4 oo M2sin?(fTace) — Sin?(mfMTace)
D (4; T = / .Sy, (f) - df
(Dm (ti: Tacc)) M_1/o v ()
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Measurement protocol
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Measurement protocol

@ Thermal noise only : S,(f) =a_, - f 2,

(Dum (i Tace)) = 2+ a_p - w2 - Tace

@ Flicker noise only : S,(f) =a_3 - f 3,

M - In(M)
2 2
<DM(ti3TacC) :4‘a—3‘7r : M_1 * lacc

© Assuming that S, can be written as: Sy(f) =a_s-f 2 +a_,-f 2,

M - In(M
<DM(ti;Tacc)> =2- a_» '7{'2 'Tacc +4 a_3 '7['2 . Mi—(l) 'T§CC
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Measurement protocol

T acc
& Ny,
) L
Ny,
ty t+ T acc 7 time

The total phase difference beetween tx and tx + Tacc IS:

2
Qt + Tace) — t) = 57— Tace + 6t + Tace) ~ 6(t)
osc

Let N¢ be the number of rising edges beetween tx and tx + Tacc then:

27

27 - Ng <
m k_Tosc

- Tace + dk(Tacc) < 27 - (Nk —+ l)

The resolutionis 27
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Measurement protocol

-F—_——— = = = —

I .
[ ; 5
| I i A il T L Tozc)) ||
i yi
| Ring Oscillator 1 m . { s \
9 | L=XCFFF N, N, Ny.. N\, 1N, {Dulli Taze = L - Toxc))| |
| SN | lusel a7
T (Dt Tace = L- Toxc))| |
. . Pulse L=xBFFF Ny, N; Ny... Ny Ny _Jﬂl__gf_fz__ﬂffl_
I|r | 4
ing Oscillator 2|—p| G t L
| enerator | | (Dur(ti; Tace = L+ Tosc)) [
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Tacc / H

Same measurement protocol as presented before. ..
... but the computation in the P.C. is different
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Tacc = 155,U/S
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Tacc = 186,[1/3
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Conclusion and future work

@ 2 noises are dominant in CMOS (flicker and thermal)

@ Previous results highlights the presence of theses 2 noises in
Altera Cyclone 3

@ We proposed a promising way to measure the contribution of
different types of noise
We need further implementations in other FPGA families
and dedicated ASIC
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Open questions

@ Flicker noise is more significant in recent technology nodes

@ Does flicker noise have enough randomness?
What is its impact on the raw random number sequence?
Does the flicker noise is usable?
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Thank you for your attention
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Tacc = 155,U/S

472 PRS0
: | o experimental data
Z — fitted curve
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Tacc = 186us
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Tacc = 496us

e
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Back up
Proposal : extract the same entropy as the measured one (by online tests).

I™ Digital noise source =~~~ I
I
[ i T.R.N.G.
: Entropy Entropy Arith. Cryp_to. N
Source extractor | postprocessing
__'A____ ___4___ Raw binary
signal output”™
L Embedded|  Alarm1
tests
Test of the source |aarm 2,

of randomness

Ri

| 4 | 4
N
;’W—) N-Mean([N]) I-—)
A rst A
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H—p
K Generator
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