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What are Physi
al Atta
ks
Physical attacks recover secrets by exploiting the
implementation
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Physi
al Atta
ks: the Weakest Point
Active Passive

Fault Injection Power Analysis
Timing AnalysisFran
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Why Physi
al Se
urity is so Important Today?
Long Time Ago Past Present

Mainframes Personal Computer Pervasive

From Axel PoschmannFran
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Power Analysis Atta
ks
Paul Kocher, Joshua Jaffe, and Benjamin Jun, “Differential
Power Analysis ”, in Proceedings of Advances in
Cryptology-CRYPTO’99, Santa Barbara, California, USA,
August 15-19, 1999. (Cited by 3169)

Cheap
PowerfulExamples
Simple Power Analysis
Differential Power AnalysisFran
es
o Regazzoni 10th CryptAr
hi Workshop, Chateau de Goutelas 2012 P. 6



Simple Power Analysis 1/2
Register

Clock

Secret Key

Plain-text

Attack Point

Details of the implementation are needed

The key is directly inferred from the power tracesFran
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Simple Power Analysis 2/2
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Di�erential Power Analysis 1/2
S-box Register

Clock

Secret Key

Plain-text

Attack Point

1 Choose an intermediate result of the executed algorithm2 Measure the power consumption of several encryption3 Calculate hypothetical intermediate values based on a key guess4 Map intermediate values to hypothetical power consumption values5 Compare hypothetical power consumption values with power tracesFran
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Correlation with Hamming weight
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Countermeasures
Power consumption independent from processed
key dependent data

Intermediate values of the cryptographic algorithm

Intermediate values processed by the device

Power consumption of the cryptographic device

 Hiding Countermeasures

Masking Countermeasures

Inspired from: Power analysis attacks: Revealing the secrets of smart cards (Stefan Mangard,
Elisabeth Oswald, Thomas Popp)

They can be implemented in Software or in HardwareFran
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Missing tools supporting physi
al se
urity
Embedded systems are already used for
sensitive applications

Security is very often considered at later stages
of design

Cost and Time to Market

Possible Security pitfalls
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Enabling the automati
 design for DPA resistan
e
identify

sensitive parts
Partition

Sensitive / 
Non Sensitive

Protect
Sensitive

Security
Evaluation
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Needed �Basi
 Blo
ks�
identify

sensitive parts
Partition

Sensitive / 
Non Sensitive

Protect
Sensitive

Security
Evaluation

Generate useful power traces?
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Fast Simulation SPICE level
Simulate Complex Design at SPICE level (whole processor)

Simulated about 400 traces: approximately 20 hours!
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Metri

Number of Samples Easy but based on specific
attack scenario

Success Rate Based on specific attack scenarioSu

Katta
k = Pr[f = 1]

Information Theory Complex but independent
from the attack scenarioFran
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Details on Information Theory (and CompressionTe
hnique)
Maximum extraction

Integration

PCAH[K|L] = −
∑

k

Pr[k] ·
∑

x

Pr[x]

∫
Pr[l|k, x] · log

2
Pr[k|l, x] dl.

Add white noise
Reduce the dimension using compression
Compute the mutual informationFran
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Prote
ted Logi
 styles
WDDL attacks exist but easy to implement

MDPL attacks exist and complex to P&R

MCML robust but high power consumption
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More details on MCML
Power consumption independent from switching
activity and fan-out conditions

Power consumption can be reduced using power
gating
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Algorithm partitioning tool

ALU ISE

AB

Memory

Register File

ISE ISE

IMM.
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Algorithm partitioning tool
B
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The CMOS Design Flow
processor HDL code

ISE HDL code
Protected

Library

crypto.c

software

CMOS
Library
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Security
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SPICE level
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The Hybrid Design Flow
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The Simulation Environment
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The Overall Design Flow
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Design �ow Example: PRESENT on OpenRISC
Lightweight block cipher

4 bit S-box

addRoundKey, sBoxLayer// Cal
ulate S-box (plaintext XOR key)int PRESENT(int plaintext, int key) {
1 int result = 0; // initialize the result
2 plaintext = plaintext ^key; // perform the xor with the key
3 result = S[plaintext℄; // perform the S-box
4 return result; }; // return the resultFran
es
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Partitioning of the PRESENT algorithm S-box
sbox

result

Plain Text keyPlain Text key

sbox

result

Plain Text key

sbox

result

Plain Text key

sbox

result

Plain Text key

sbox

result

full ISEXOR + S-box ISES-box ISEXOR ISEFull CMOS

protected
logic

non protected
logic

LegendFran
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Se
urity Evaluation
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Example on Software
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Instruction − time mapping of unprotected implementation
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Con
lusions
Physical security is a concern

Design automation for physical security is crucial
for Embedded systems

Initial steps for power analysis are promising

This is just the beginning...
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Questions?
Thank you for your attention!
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