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Security implementations shall be immune against side-channel attacks and fault
attacks. In scientific papers the secret key is usually discovered completely, pos-
sibly after a (feasible) brute force search. There remains no doubt whether the
attack is successful or not.

In real-world security evaluations the situation may be different: The evalua-
tor might gain partial information on the targeted key (e.g. the Hamming weight
of some key bytes) by a side-channel attack or a by fault attack. The fundamen-
tal question is whether this information is essentially useless or can be exploited
efficiently. The evaluator finally has to decide whether the target of evaluation
may yet be viewed as secure or whether it should be counted as broken.

The talk sketches three well-known examples where partial key information
was successfully be exploited by non-obvious methods [1–3]. Moreover, general
aspects of this topic are addressed.
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