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Introduction

Background: Laser Fault Injection
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Electrical Model of Laser-induced
transient fault
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[1] A. Sarafianos, R. Llido, J.M. Dutertre, O. Gagliano, V. Serradeil, M. Lisart, V.Goubier, A. Tria V. Pouget, D. Lewis. "Building the electrical
model of the Photoelectric Laser Stimulation of a PMOS transistor in go nm technology “. Microelectronics Reliability 52 (2012) 2035-2038
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Location of Laser Covered Sub-Circuit

Laser spot

Circuit Layout
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Process of Multi-level Fault Simulation
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tLIFTING: Mixed—Mode and Multi-Level
Fault Simulator

INPUT
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tLifting vs Spice

Circuit information

EXpe I‘i menta | ReSU |tS — Execution Time

Fault simulation [s]
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S5ize

Vectors

Multi-Level
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EXpe I‘i mental RESU |tS — Hspice Range
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Experimental Results - experimentat setup

Test circuit

Level 2

Injected Fault pulse
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Experimental Results - rauit puise

Propagation of fault pulse
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EXp e I‘i me nta | Re SU |tS — Accuracy of combinational logic

Fault pulse /\
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EXpe I‘i me nta | ReS U |tS — Accuracy Analysis

310uA to Levell Level2 Level3 Leveld Levels ;
oo [ e Tre [ re [ 7o | v [MEECGPNS
Average [ps]|  124,8]
Standard
-~ EEEEE —""

Conclusion:

Level 1is NOT proposed.
For Level 2 and above, Te does not ch

with the width of the fault pulse.
Te to be estimated.




PrediCting SimUIation |€V€| Measurements of standard cells

Test pulse Standard cell Hspiced
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Different test pulses => Te = Average of Te

Example: T'e of this buffer is 37ps




Predicting simulation level () Te estimation

T'e of buffer is 37ps: 148ps 111pS

310uA to Levell Level2 Level3 Leveld
S00uA
Average [ps] 8 l4n 15 ll.—_.l'-'

Estimated
148,00 111,00
values [ps]
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Predicting simulation level (2) tea & te2 estimation

Fault pulse /\
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te1 and te2 independent of fault pulse width

310uA to Level 1 Level 2 Level 3 Level 4 Level 5

500uA ----------
A\rerage[ps] 4._ |||| ‘-"= 77 19,27 .—_4 15 J_II “-’

Estimated
98,00 50,00 37,50 49,00 25,00
values [ps]

Estimation => Choice of Simulation Level
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Predicting simulation level )
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Predicting simulation level (4)

Pe(t) is Error Probability with the fault .

Setup time hold time
N pulse which is injected at moment t.

clk

D

—>
Latching window

Mumber of experiment | Number of experiment

o " Sum of Pe(t)
Pe(t) =0.5 Pe(t) =1

Current (ma)

5000 experiments
320 149

350

Level 2 a00

430

460
500

Average




Predicting simulation level (s) accuracy

Calculation (1)

The probability for the difference of Iath
simulators: |




Predicting simulation level (6) accuracy

Calculation (2)

te < Wlw
ck !

- -
tlifting [ -
hspice @ ! [ .
DEEN gl
Latching window ,

P= (0.5 xWiw) [ Tcl
te > Wlw e

clk

tlifting p——
hspice__ ! ! !

1 te 1

P = (te-0.5 X Wiw) / Tl




Predicting simulation level (7) catcutation

———

1. The Wiw of the flip-flop are Wiw1 = 110ps, \!
(These values are defined in SDF file). ‘,
For level 2 simulation, estimated te are tex = ¢
5OPS.
texr <sWiwa => Pi1=1.1%
te2 >Wiw2 => P2=0.6%
Credibility of latched/non-latched SET fault:
Pc=1-)Pi=98.3% .
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Experimental Results

Simulation Mumber of Accuracy Accuracy Accuracy™
level experiments |(experimental) | (estimated) | (experimental)
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* The unknown state X" is NOT considered as an ¢

=> adequate simulation level a priori determin
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Execution Time Vs. Accuracy
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Conclusion

Multi-fault Simum
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User-defined precision

Flexibility
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On going work

Circuit Layout
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