Optimal CPA Attack
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Abstract

The efficiency of a CPA attack depends on how the applied leakage model (e.g.,
the Hamming distance model) fits to the true leakage model of the targeted
implementation.

We apply the stochastic approach to determine the optimal CPA for unpro-
tected implementations with arbitrary leakage distributions. We provide both
theoretical and experimental results. In our experiments we compare the attack
efficiency of the optimal CPA attack with that of a 'standard’ CPA attack. The
standard CPA attack applies the Hamming distance model, which fits to the
targeted implementations.

Our results quantify the advantage of the optimal CPA over standard CPA
models. This advantage depends on the concrete implementation.



