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Motivation 
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Methodology is the right way to significantly rise both 
productivity and reliability in the digital design domain: 

 Modeling and simulation concepts form the foundation  
of a consistent design methodology 
 
 Logic synthesis is since many years the successful   
standard approach to digital circuit design automation 
 
 High-level synthesis additionaly boosts the productivity    
of logic synthesis 

So, why not trying to conceive kind of  

SCA-related high-level synthesis? 
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Power Analysis Attack Methods 
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Well-known Countermeasures 
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Current Side-Channel Analysis 
aware Hardware Design Flow 
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Generic SCA-related High-Level 
Synthesis Approach 
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Link of Spec/Impl and SCA by  
dedicated Graph-based Model 

Sorin A. Huss - Technische Universität Darmstadt 



9 

Graph Node Types 
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AMASIVE: A novel Re-Synthesis 
based Hardware Design Flow 
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Detection of  
Vulnerabilities 
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Attacker Model 
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Security Analysis Outline 
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Main Characteristics of 
Vulnerability Evaluation Module 
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• Variable strength level of attacker achievable by adding/removing 
known nodes and actions or by changing complexity boundaries 
 
• Attacker model is indepentent of the constructed graph 
 

• Security analysis as a game with the goal of the attacker to yield 
a set of security sensitive nodes 
 
• Identification of suitable hypothesis functions currently available   
for both HW and HD models within CPA of symmetric ciphers 
 
• Easily extendable in terms of both distinguishers and SCA attacks 

M. Zohner, M. Stöttinger, S. Huss, O. Stein: An 
Adaptable, Modular, and Autonomous Side-Channel 
Vulnerability Evaluator. IEEE HOST Conf., 2012 
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AMASIVE: A novel Re-Synthesis 
based Hardware Design Flow 
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Hardening by 
Countermeasures 
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Generation of hardened Circuits 
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Generic Countermeasures  
currently available in Data Base 
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 Random Register Switching 

 Component Masking 

 Boolean Masking of Data Path 
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SCA Hardening of Components 
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Insertion of additional Nodes for 
Countermeasure Embedding 
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Example: PRESENT Block Cipher 
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Example: Resource Consumption 
and Performance of Cipher Variants 
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Implementation platform:  

SASEBO II board 
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Example: Result of CPA on both 
unprotected and hardened Ciphers 
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Example: Summary of SCA Attack 
Results, KeyLength = 80 bit 
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Conclusions (I) 
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 Parsing of initial VHDL design description of  
cryptographic modules and automatic extraction            
of their data and control flows 

  
 Construction of intermediate graph as the foundation     

of subsequent analysis and synthesis steps 
 

 Sophisticated power SCA featuring configurable attacker 
models, various distinguishers, and hypothesis function 
generation 
 

Specific characteristics  of AMASIVE:  
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Conclusions (II) 
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 User-controlled insertion of first-order 
countermeasures, VHDL code generation,     
and logic re-synthesis 
 

 Applicable to various implementation platforms 
such as FPGA, ASIC, and Full-Custom IC 
 

 Proven SCA resistance quality of the proposed 
module hardening methodology 

… A big step towards high-level synthesis  

of side-channel resistant cryptographic modules 
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