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Cryptographic Services -
Cryptographic Algorithms
|

Cryptographic Services

Security protocols typically provide the following cryptographic
services:

o Integrity
Authenticity
Confidentiality

°
°

@ Non Repudiation

@ Key Exchange/Agreement
°

Pseudo Random Numbers

Services provided through secret key functions

With the exception of Non Repudiation and Key Exchange all
other services are provided by secret key functions.
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Providing Cryptographic Services

Secret key based cryptographic services can be provided by
cryptographic functions.

@ Integrity — Hash

@ Authenticity, Integrity — Message Authentication Code
(MAC)

o Confidentiality, Authenticity, Integrity — Authenticated
Encryption with Associated Data (AEAD)

@ Pseudo Random Numbers — Pseudo Random Number
Generator (PRNG)

Providing cryptographic functions through a single algorithm

@ Using modes of operation

@ More area efficient than using dedicated algorithms
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Cryptographic Algorithms

Advanced Encryption Standard
@ Standard based on Rijndael
@ Traditional block cipher
@ 128-bit block size
o 128/192/256-bit key size

CryptArchi 2014 P. Yalla, E. Homsirikamol, J.-P. Kaps Multi-Purpose Keccak for Modern FPGAs



Introduction
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Results and Conclusion

Cryptographic Algorithms

Advanced Encryption Standard

@ Standard based on Rijndael
Traditional block cipher
128-bit block size
128/192/256-bit key size

Keccak f-permutation

@ It is the basis of Keccak, the Winner of competition for next
Secure Hash Algorithm (SHA-3).

@ 1600-bit state size

@ Keccak is based on Sponge construction.
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AES Modes of Operation
Keccak Modes of Operation
Keccak Padding

Modes of Operation

IV
256 256
M2 Rijndael | M, 2] Rijndael | -
256 256
P Y _H

Based on Davies-Meyer.

Uses a block size of 256-bit — Rijndael.

°
@ The message enters on the input for the key.
°
@ Not a NIST standardized mode.
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AES MAC: CMAC

128

128

K EL\AEsq 28\

K B&\AES_QS\ .

AES Modes of Operation
Keccak Modes of Operation
Keccak Padding

M

n-1
KK,
128

K 2.AES-128

T

@ Recommended mode of operation by NIST.
@ Equivalent to One-Key CBC-MAC (OMAC1).

@ K; and Kj are derived from K through single bit shifts and
XORed with constant.
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. AES Modes of Operation
Modes of Operation Keccak Modes of Operation EEB
Keccak Padding 5

ES AEAD: Galois Counter Mode

NV [I(Cnt=1),, N [I(Cnts1) I || (Cnt+2) ,, I, [l (Cnt+n) ,

128 128 128 128

K ﬁ—{AES—mS‘ K %\AES-QS\ K %\AES-QS\ K 2.AES-128
128 128 ERERRE

128
M, 2 M, 2 M 120
C C "'c
0 1 n-1
0128 —
128 I J, *l
K 2JAES-128 ‘ mul ‘ ‘ mul ‘ mul
1 1
H
AD AD M
’—‘ 0 1 [|en(A)]6A|| [len(c)] o \‘V
t 1
‘ mul ‘ ‘ mul ‘
[ [

@ Recommended mode of operation by NIST.
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. AES Modes of Operation
Modes of Operation Keccak Modes of Operation EEB
Keccak Padding 5

ES PRNG: Fortuna

Cnt Cnt(+1 Cnt(+(n-1
096H 32 096 I (3+2) OgeH (5(2 )

128 128 128
K 2752—{AES—256‘ K %?L\AEs—zse\ K %@L
=

)(128 )( 12 128
R
0

R1 Rnf1

Cryptographically secure PRNG
Not a NIST standardized mode.
Used in Windows 2000 and Windows XP

The seed is processed as key.
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AES Modes of Operation
Keccak Modes of Operation
Keccak Padding

Modes of Operation

@ Sponge Construction — Hash, MAC

M ) 4
pad i 7
M M :
ri|o :
cl|0
U i

A
absorbing | squeezing

@ Duplex Construction — AEAD, PRNG

duplexing duplexing duplexing
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AES Modes of Operation
Keccak Modes of Operation
Keccak Padding

Modes of Operation

Keccak Hash: Keccak, i.e.the upcoming SHA-3

!
P
0

M, M M, Mo H

r \
f f fl f
o oF—U—U

@ Sponge Mode

@ r=1088, c=b12, 24 rounds

@ Pps: Padding for message in Sponge Mode
e |Pus(M)|= n-1088
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Keccak MAC: Sponge

M
|
PMs (KeyPackK||IV) ( Pys
Mo M1 M n-1 T
T I M)
r 0 }
f f fl - f f
c ]7 0
X / N\

KeyPack is used to encode the secret key in a uniform way.
Pms: Padding for message in Sponge Mode

|Pms(M)|= n- 1088

|Pms(KeyPack]|1V)|= 1088
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Modes of Operation

AES Modes of Operation
Keccak Modes of Operation
Keccak Padding

LERG

ol

%

@ Lake Keyak, block size 1344, c=256, 12 rounds.

@ Submission to Competition for Authenticated Encryption:
Security, Applicability, and Robustness (CAESAR).

@ Pumk: Message padding for Keyak, |Pmk(M)| = n- 1344

@ Pgk: Frame Padding for Keyak

@ |Prk| = n-1348: 4 padding frame bits are XORed with c.
This is not shown in the figure.
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. AES Modes of Operation
Modes of Operation Keccak Modes of Operation i EHB
Keccak Padding 5

F;D<s\eedf>\ : "0 R‘ T«» R
{0 ‘ ; I ¢ [ f f
CIO U U

Block size 1344, c=256, 12 rounds

Psp: Padding for seed in PRNG Mode

Psp(0): Padded empty seed for additional random bits.
|Psp(Seed)| = |Psp(0)] = 1348

4 padding frame bits are XORed with c. This is not shown in
the figure.
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Keccak Modes of Operation
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Modes of Operation

AES Modes

Operation | Mode Block Key Rd. | Inputs Outputs

Hash AES-Hash | 256 N/A 14 | |M|, M H

MAC CMAC 128 128 10 ||M|, M, K, IV | T

AEAD GCM 128 128 10 [|M|, M, K, IV,| T, C
|AD|, AD

PRNG Fortuna 128 N/A 10 |S R

Keccak Modes

Operation | Mode | Block Key Rd. p Inputs Outputs

Hash Sponge | 1600 N/A 24 1088 | |M|, M H

MAC Sponge | 1600 128 24 1088 | |M|, M, K, IV | T

AEAD Duplex | 1600 128 12 1344 | |M|, M, K, IV, | T, C

|AD|, AD
PRNG Duplex | 1600 N/A 12 1344 |S R

M—-Message, K—Key, AD—Associated Data, S—Seed, /V—-Initialization Value
H-Hash, T-Tag, C—Cipher-text, R—-Random Number, | X|-Length of X
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Keccak Modes of Operation
Keccak Padding

Modes of Operation

LERG

Keccak Padding

Sponge Mode for 10871079 951|943 (847 (831 |703(695 |70
P . (KeyPack [[IV)
Hash and MAC MS 1E| Key |01]0..0/0100| IV |01/|0..0/08
8 128 8 96 16 128 8 683 8
M 8 S
PMS(M)\ M, H M, \Mn,1\o1\o..o\08\
1088 o 1088 1088
Padding for seed in 1347 1092|1083 g 0
D Psp (S) %
uplex Mode for SD seed | 45| 00 ... 0 |80
PRNG 256 8 1076 8
05: all blocks except P (0) 103;7 8 9
last block Sb 6|00 0 |80
06: last block 8 1332 8
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Modes of Operation AES Modes of Operation

Keccak Modes of Operation i EHB
Keccak Padding 5

Keccak Padding-Cont...

Padding for Keyak (Duplex Mode)

1347|1339 1211]1203| 1107 1091 |963 0
P (KeyPack [IIVIIADP)| 1E | Key |01 (0..0{0100| IV | ADP,]||0

8 128 8 9 16 128 . 964 .

MP:PMK(M)‘ M, H M, \MM 01‘0..0‘08‘
1344 o 1344 1344

PFK(MP)‘ MP, ||3 ‘ ‘ MPn_2||3‘ MP, || ‘
1348 o 1348 1348

P (ADP) ‘ ADP, |0 ADPn_2||0‘ ADP_, || 1 ‘

1348 o 1348

1348

@ The bits in blue are frame bits
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Design Decisions

@ One high speed (HS) and one low-area (LA) all-in-one design
each.

All-in-one supports Hash, MAC, AEAD, and PRNG.
@ HS design of Keccak uses full width datapath of 1600 bits.

@ HS design of AES uses 2 cores of AES-128/256 that can be
combined to a single Rijndael with 256 block size.

@ LA design AES 32-bit datapath (width of MixColumns).
o LA design Keccak 64-bit (width of a word in Keccak).

@ All padding is performed in hardware.
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Design Decisions
Implementation OES EE i
plementatiol Keccak 5

Interface

P o HS design data width
clk rst .
. w = 64bits
Clpher @ LA design data width
Core w = 16bits

pdi do ——
—9 pdi_ready

do_ready p=—— @ Key for MAC and AEAD has to
pdi_read do_write |—= arrive at SDI beforehand.

@ Activate Key command at PDI

7| sdi activates new key.
—9 sdi_ready

-<— sdi_read
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Design Decisions

Implementation QECS( ak
Protocol
Key AEAD enc. AEAD dec. Instruction
w-bit w-bit w-bit ‘W" T 0
instruction instruction instruction 8 4 4 w-16
seg_1_hdr instruction instruction M?S‘“‘Z%Z]'D l Opcode Unused
seg 1= seg_1_hdr seg_1_hdr h "0000"
key seg_1= seg_1= Segment Header and Length
v para I ——— 151 ]
seg_2_hdr seg_2_hdr 8 1111 w_16
seg_2 = seg_c = Message ID LisT Segment
AD AD [0..256] Segment LSM bl\_elngth
Type Pad  [0..2"'1 bytes]
seg_3_hdr seg_3_hdr Reserved
seg_3 = seg 3=
Message Cipher
seg_4_hdr
seg_4 = Tag
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Design Decisions
AES
Keccak

Implementation

Instruction Segment Header and Length
15 0 15
8 4 4 8 1111
MTgSggg]lD { Opcode Message ID ST
"0000" [0.-256] egment I;SM
@ Segment header is Type L Reserved
followed by two words for 15 0
segment |ength_ Segment Length MSB
@ Maximum supported Segment Length LSB
length of message is [0..2 %4 bytes]

(232 — 1) bytes= 4GB
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Design Decisions
AES
Keccak

Implementation

Note: IV||CTR1||IV|]|CTR2 4» Hash
Buses are 128-bit 0 —=
unless specified otherwise 0 256 — O
256| 256 4 256
I Hash ¢
CMAC \ i ! pdi
1 3 128 256
256 M
AES-ECB|_ |1 sdi e
SK 2 SK 1 ENC [T |
ey ey %% 2561 DHkeyl| |pHKey2]
; 256; FO 256 — ¥
0 ﬁ EkO o /t3 { Tm
l 256
Len 128x16

128x16
GCM MULT

GCM MULT

5 | T 1" iy
>>1 NRE e

‘ 3 43210 oj

¢ 256 @7

do 256/ 1 **j mk

2 |-
256 256 256

=D
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Design Decisions
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mplementation K

UNIVERSIT

AES Low Area

= Key
t RAM1 3 1
sy |32 s —10
o—{o  |AES-Rnd ;
—3
—16 pdi 31 N
—32 16
— others m 15y | I:z
0
—[ RAM2 ]

(AJAL[C], 0
H,Jo) 32 i:: 1
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Design Decisions
. AES
Implementation Keccak

Keccak
Round
1344

J 1344

@ Buses are 1600-bit unless specified otherwise
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Keccak Low Area
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Results -
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Test Setup

@ All implementations are coded VHDL and do not use
embedded resources.

@ Implemented using Xilinx ISE 14.6.
@ Optimized using ATHENa.

@ All results are post place-and-route.

Device Technology
Spartan6 45nm

Virtex6 40nm
Artix7 28nm
Virtex7 28nm
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Implementations results for High-Speed on Spartan;6

Mode Algorithm TP TP /area
[Gbps] | [Mbps/Slices]

AES-GCM 2.942 0.953

AEAD Keyak || 14.390 11.322
MAC AES-CMAC 1.471 0.476
Keccak-MAC 5.825 4,583
AES-PRNG 2.157 0.699

PRNG Keccak-PRNG || 14.390 11.322
Hash AES-HASH 2.157 0.699
Keccak-HASH 5.825 4.583

o AES: 3087 Slices at 126.41 MHz
@ Keccak: 1271 Slices at 128.49 MHz
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Results and Conclusion

Implementations results for Low-Area on Spartan-6

Mode Algorithm TP TP /area
[Gbps] | [Mbps/Slices]

AES-GCM 0.160 0.221

AEAD Keyak 0.279 1.120
MAC AES-CMAC 0.274 0.379
Keccak-MAC 0.121 0.487
AES-PRNG 0.547 0.759

PRNG Keccak-PRNG 0.285 1.145
Hash AES-HASH 0.239 0.332
Keccak-HASH 0.128 0.512

@ AES: 721 Slices at 119.67 MHz
@ Keccak: 249 Slices at 155.06 MHz
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Results and Conclusion

Implementations results for High-Speed on Virtex-6

Mode Algorithm TP TP /area
[Gbps] | [Mbps/Slices]

AES-GCM 5.744 2.753

AEAD Keyak || 34.707 27.589
MAC AES-CMAC 2.872 1.377
Keccak-MAC || 14.048 11.167

PRNG AES-PRNG 4.212 2.019
Keccak-PRNG || 34.707 27.589

Hash AES-HASH 4212 2.019
3N TKeccak-HASH || 14.048 11.167

o AES: 2086 Slices at 246.79 MHz
@ Keccak: 1258 Slices at 309.89 MHz
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Results and Conclusion

Implementations results for Low-Area on Virtex-6

Mode Algorithm TP TP /area
[Gbps] | [Mbps/Slices]

AES-GCM 0.308 0.410

AEAD Keyak || 0.524 2.007
MAC AES-CMAC 0.528 0.703
Keccak-MAC 0.228 0.873
AES-PRNG 1.056 1.405

PRNG Keccak-PRNG 0.535 2.051
Hash AES-HASH 0.462 0.615
3N "Keccak-HASH || 0.239 0.918

@ AES: 751 Slices at 230.89 MHz
@ Keccak: 261 Slices at 291.21 MHz
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Results and Conclusion

Implementations results for High-Speed on Virtex-7

Mode Algorithm TP TP /area
[Gbps] | [Mbps/Slices]

AES-GCM 6.968 2.662

AEAD Keyak || 23.150 8.511
MAC AES-CMAC 3.484 1.331
Keccak-MAC 9.370 3.445
AES-PRNG 5.110 1.952

PRNG Keccak-PRNG || 23.150 8.511
Hash AES-HASH 5.110 1.952
Keccak-HASH 9.370 3.445

@ AES: 2618 Slices at 299.40 MHz
@ Keccak: 2720 Slices at 206.70 MHz
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Results and Conclusion

Implementations results for Low-Area on Virtex-7

Mode Algorithm TP TP /area
[Gbps] | [Mbps/Slices]

AES-GCM 0.297 0.358

AEAD Keyak || 0.437 1.263
MAC AES-CMAC 0.510 0.614
Keccak-MAC 0.190 0.549
AES-PRNG 1.020 1.229

PRNG Keccak-PRNG 0.447 1.291
Hash AES-HASH 0.446 0.538
Keccak-HASH 0.200 0.577

@ AES: 830 Slices at 223.06 MHz
@ Keccak: 346 Slices at 242.90 MHz

CryptArchi 2014 P. Yalla, E. Homsirikamol, J.-P. Kaps Multi-Purpose Keccak for Modern FPGAs



esults

R

Conclusions

S
2
°
S
O
©
£
&
@
=
@
4]
o

Normalized TP/Area

17
16
15
14
13
12

-
=

COOMNOWLITMOMNT O
=4

sown X

ONYd
OV
yseq T
avay

ONYd

oVINO
ysey -~
avav

ONYd

OVIND
yseq *
avav
ONYd
OVIND
UseH
avav
ONYd
OV
ysey T
avav
ONYd
OVIND
yseH
avav
ONYd
OV
yseq *
avav
ON¥d
OVINO
useH
avav

Virtex7

Artix7

Virtex6

Spartan6

«
<
o
Q
w
c
=
o
°
<)
2
~
&
x
©
o
o
Gl
X
o
@
o
=%
5
a
=
=
2

Kaps




Results -
Conclusions
P

Results and Conclusion

Conclusions

@ Our multi-purpose Keccak outperforms our multi-purpose
AES in terms of throughput over area by an average of 7.8.

@ In Keyak mode our multi-purpose Keccak reaches 34.7 Gbps
on Xilinx Virtex 6, AES-GCM 27.6 Gbps.

@ In terms of Area, our dual-core AES is up to 2.9 times as large
as Keccak.

@ Typically a plain AES is much smaller than a plain Keccak.

@ Addition of modes is more costly for AES than Keccak
= Keccak is more flexible than AES.
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Thanks for your attention.
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