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EM injection allows disrupting the behavior 

of embedded memories 

EM injection allows disrupting the course of 

a RSA algorithm 

Harmonic EM Injection modifies the 

propagation delays of logical paths 

Harmonic  EM Injection modifies the 

behavior of clock generator (frequency) 

Harmonic EM Injection modifies the behavior 

or RO based TRNG (phase locking) 

Pulsed EM Injection produces timing faults during 

the course of hardware cryptographic modules 

Pulsed EM Injection produces timing faults during 

the course of hardware and software … 

Evaluation of a countermeasure based on  the timing 

slack monitoring 
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EM Injection  
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EM Injection produces Setup time constraint violations  
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Motivations  

Does EM injection only produce timing faults ? 
  

In that case EM Injection has a limited interest for smartcard evaluation ! 

Does EM injection produce bitsets and 

bitresets ? 
  

In that case EM Injection has much more interest for smartcard evaluation ! 
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EM Injection Platform : probe 

Concentrate the magnetic field lines 

on a reduced area of the IC surface 

using concentric field lines 

Directionnal Directionnal 
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EM Injection Platform : overview 

 3-axes vision system 

 

 3-axes positioning system 
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Bitsets and Bitresets ? 

To evaluate if EM pulsed Injection may produce some Bitsets and Bitresets requires avoiding the 

occurrence of EM timing fault ! 

DFF 
0 to 7 

DFF 
633 to 

640 

DFF 
i+8 to i+15 

Reset (Active Low) 

Set (Active High) 

CLK 

Setting all bytes to AA (‘10101010’)  Reading back the content and compare ! 

CLK 

CLK disabled! 

No timing faults 

EM Injection 

Data_IN Data_OUT 
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Bitsets and Bitresets ? 

FPGA xilinx 

Fck = 50MHz when active !! 

Vddcore = 1.2 V (nominal) 

Decapsulated IC 

Handmade probe (with a ferrite core) 

Injection probe in contact with the IC surface 

64 x 8bits DFF 

64 x 8bits DFF 

Row n°1 

Row n°10 

RS232 & FSM 
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Bitsets and Bitresets ? 1st Cartographies  

Pulse width = 8ns 

Pulse amplitude = 170V 

Polarity = Positive 

Probability to obtain a 

fault (any type of fault) 

4500µm 

2
4
0
0
µ

m
 

0  1  

2 types of faults: 

- Bitsets 

- No response 

Probability to obtain bitsets  

4500µm 

2
4
0
0
µ

m
 

0  1  

Probability to not have any 

response from the IC 

4500µm 

2
4
0
0
µ

m
 

0  0.1  0  1  



11 

Bitsets and Bitresets  : effect of pulse polarity ! 
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110V 140V Probability to obtain 

bitreset 

Probability to obtain bitset 

Probability to obtain a 

bitset =0 

 

Set signal active high  

Overshoots on Gnd  

and  

Undershoots Vdd ? 

Probability to obtain a 

bitreset=0 

 

Reset signal active 

low  
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Bitsets and Bitresets  : pulse amplitude! 

Probability (%) to obtain  

a bitreset  

no response  

Pulse Amplitude (V) 

FPGA xilinx 

Fck = 50MHz when active !! 

Vddcore = 1.2 V (nominal) 

Decapsulated IC 

Handmade probe (with a ferrite core) 

Injection probe in contact with the IC surface 

Negative Pulse 

Reset (Active Low) 

Depend on Probe position and orientation 
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Bitsets and Bitresets  and timing faults ? 

It is not so clear 

that timing faults 

appear before 

bitsets and bitsets ! 

Increasing clock 

period 
Decreasing clock period 
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Conclusions 

1. Polarity of EM injection is important 

2. EM injection has a local effect 

3. EM injection produces timing faults 

4. EM injection also produces bitsets and bitresets 

5. It is not so clear that bitsets and bitresets appear after 

or before timing faults (it should depend on timing 

slack) 

 


