A low-cost EM glitch detector
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Abstract

The method, using ElectroMagnetic Pulses (EMP), has recently been demonstrated to
be an efficient fault injection technique [1]. If one can find voltage glitch detectors [2] in
the literature, there is no proposal which puts forward the idea of detecting EM injection.

Within this context, we introduce, in this presentation, a fully digital and low cost
sensors allowing detecting EM pulses. This detector was developped following the results
of [3]. That shows that EMP can produce bit sets and bit resets, i.e. disrupting the
behavior of DFF.

To validate the operating principe of this detector, but also to demonstrate its effi-
ciency, we mapped it as a hard-macro FPGA and evaluate their performances under
various operating conditions. To that end a testchip was designed. It features a 128 bits
AES, an uART (RS232) and a mesh of detectors. This testchip was subjected to EMP
produced at different positions above its surface. This allowed us measuring the EM sus-
ceptibilities of the AES but also of the mesh. 80% of EM injections were detected by the
mesh for an area overhead of 5%. This demonstrates the validity of the concept and the
efficiency of the detector.
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