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Use case

Introduction to
SHE schemes

Definition and
-.‘].. In the medical area:
%
1

%

Management of electronic medical records (EMR)
to perform statistical analysis privatly.

In the VOD services area:
Hided search of a video link in a database.

In the financial area:
I i Constant verification of financial data to prevent

financial crisis without compromising privacy of
investors and financial players.
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State of the art

Introduction to
SHE schemes
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State of the art

Introduction to
SHE schemes

/Easier to implement
State of the art
/Flexible

" /Easier to implement

X Public key needed for homomorphic evaluation

XCompIexity
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Technological barriers

Introduction to
SHE schemes

100000 000 bits

Ciphertext size

10000 000 bits
1000 000 bits
Technological
barriers |
100000 bits
b I I
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Technological barriers
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Technological barriers
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Speedup the Homomorphic
multiplication
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Multiplication algorithms

* Classical multiplication (naive)
— Complexity: 0(n?)
e Karatsuba multiplication
— Complexity: 0(n'>8)
* FFT multiplication

— Complexity: O(n.log,(n))
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First architecture

 Classical architecture:

FPGA - Limited RAM reads/writes
Limited hardware ressources
RAM
Polynomial
Speedup of v T
Homomorphic mU|t|p||er
multiplication
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Karatsuba algorithm

A(x) = Ao(x) + A1 ()x!™/2; B(x) = Bo(x) + By (x)x!™/2l;

C(x) = A(x).B(x)
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Karatsuba algorithm

A(x) = Ag(x) + A, ()x™2; B(x) = By(x) + By (x)x!™2;

C(x) = A(x).B(x)

1B Classical multiplier
O‘ 0 1B 4 multiplications
i 0-™1 1 addition
| 41.By
Speedup of A1B1
Homomorphic [ .
multiplication | AgBy Karatsuba multiplier
(A9 +4,).(Bo + By) 3 multiplications
—A1B4 4 additions
—ApBy
A1B4
xO x[n/z] x™
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Karatsuba algorithm

/i \ 2 I
1 \ /
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Speedup of ! \ / Al Bl \\
Homomorphic | \ /' - L \
multiplication ! 'y, T~a ! AN

I ~<
Multiplication Ay By | AgBy | Ay By ‘
algorithms (Ap + Ap). (By + By) (49 + A). (By + By) (4g + A49). (By + By)
—A,B, —A,B, —A,B,
—AgBy —Ag By —AgBg
‘ A4 By ‘ A1B, ‘ Ay By
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Karatsuba algorithm

* Number of operations:

. 3logo(n) /31082(3)

J

Speedup of !

|
Homomorphic Total of Total of

multiplication

products  products
calculated with
m coefficients
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FFT algorithm

e 2 types of FFT:
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Speedup of
Homomorphic
multiplication

FFT algorithm

— Classical FFT

 Need to fill with zerosn — 2.n
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Speedup of
Homomorphic
multiplication

FFT algorithm

— Negative Wrapped Convolution (NWC)
* Reduction by X™ + 1
* No need to fill with zero
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FFT algorithm

A
FFT
>
iFFT
Speedup of
Homomorphic B FET
multiplication >

D//G/A @STICC (.) :|RISA Vincent MIGLIORE



Speedup of
Homomorphic
multiplication

Multiplication
algorithms

FFT algorithm

a = reverse_order(a)

for i =0 to loga(n) — 1 do

for j=0ton/2—1do
P i = L J J.Qiogg(n—l—i)

2loga(n—1—1i)
443.' —_— ng —+ ng+1wpi*j lﬂOd yz

443'4_% = 25 — (1.2j+1wpf’-'j mod P
end for

log,(n) rounds

N

if i £ loga(n)— 1 then
a=A
end if
end for

RAM A

FFT

/ 3
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RAM B

FFT
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Speedup of
Homomorphic
multiplication

FFT algorithm

* Operations:

5100 + 3+ l0g> ()

2xFFT  Pointwise  jFFT
multiplication
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Speedup of
Homomorphic
multiplication

FFT algorithm

* Operations:

5100 + 3+ l0g> ()

2xFFT  Pointwise  jFFT
multiplication

e General case:
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FFT / Karatsuba comparison

Coefficients
per Karatsuba| FFT NWC | FFT
operation

Speedup of
Homomorphic
multiplication
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FFT / Karatsuba comparison

Coefficients
per Karatsuba| FFT NWC | FFT
operation

Speedup of
Homomorphic
multiplication
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Speedup of
Homomorphic
multiplication <F
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Second architecture

* Co-processor architecture:

FPGA

FSM

FIFO

-
| Hod aae|s |

-

VAN

-

ARM

it

)

AXig - 128 bf&f}

Polynomial
multiplier

———————— ) FIFO K| FSM

| master port |
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Limited bandwidth

Limited hardware ressources

Vincent MIGLIORE

17



Impact on the FFT

* The first round of the FFT can be
performed completely only if both
polynomials are sent to the FPGA

> ;—Z(logz(n) —1) + % + 3n
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Impact on the Karatsuba

* QOutput coefficients can be pipelined.
* Scheduling of input/output coefficients.
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FFT / Karatsuba comparison

10436
ET54
SE4T
& TEEE 4323 3132| 0.654| 1037

Karatsuba | FFT NWC | Classical FFT

X / WYy X
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14 4630 4133 B4ST| 0LEAI[ 1.330
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Future Work

Evaluate the Karatsuba algorithm in a realistic
architecture

\
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Future Work

Evaluate the Karatsuba algorithm in a realistic
architecture

\/

Extract practical hardware ressources needed

\
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Future Work

Evaluate the Karatsuba algorithm in a realistic
architecture

\/

Extract practical hardware ressources needed

\/

Implement other primitives of SHE
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Many thanks for your attention!
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