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DFFs are one of most sensible gates in a design
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The concept

David El-Baze (Mines Saint-Etienne) A Fully-digital EM-Pulse (EMP) Detector June 29, 2015 8 /24



DFF Susceptibility
Power Needed to fault a D Flip Flop
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@ DFF are the more susceptible gates in a design (except maybe
Memory Sense Amplifiers).
@ Susceptibility of DFF is higher on rising edges.

= use of DFF to design a fully digital EMP detector.

S. Ordas: CARDIS 2014, PHISIC 2015, FDTC 2015)
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Architecture of the Half-Detector
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DFFs’ outputs are set to 1 when reset net is high.
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Half-Detector Timing Diagram
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Half-Detector Timing Diagram
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Half-Detector Timing Diagram

o]

Init:1

—PCLK
R

D Q11—

— Alarm

K

Init:0

—PCLK

Clock

Reset

EMP at falling edge :

David El-Baze (Mines Saint-Etienne) A Fully-digital EM-Pulse (EMP) Detector

June 29, 2015



Half-Detector Timing Diagram
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Full Detector Design

This is a blend of two
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Test Platform and Results
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Test Platform

Composition

The Test Platform we developped is composed of

e EM Glitch Generator (£ 400V 16A),
@ A probe for fault injection,
@ A motorized stage (for probe positionning),

@ FPGA Xilinx Spartan 3 : 1000 gates programmed with a Design
(AES, UART, mesh of detectors).

| A\

Experiments
@ 2 designs : one with a common reset (1R) shared by AES and the
detectors and another with a separate reset net (2R).
@ 3 maps for both, with a FPGA powered at 1.1V, 1.2V (normal supply
voltage of the card) and 1.3V.

.
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Experiment overview

@ 34 nand eq.

[Global FSM: ~ AES Computation

Figure: Floorplan
Figure: Detector Hard Macro
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First Results

faulted ciphers by firing position

Number of faulted ciphers

detection by firing p

1 4 78 9101112

AES Sensitivity
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8 112

Detector Sensitivity
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Results

One Position = One Category

o Category AF : When detectors are more sensitive than the AES
(looks good),

o Category CF : When the AES is more sensitive than detectors (looks
bad),

o Category Idem : When detectors have the same sensitivity than the
AES (fairly good).

Card(AF) + Card(/dem)
Card(AF) + Card(CF) + Card(/dem)

A Detection rate formula :
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Results: 1.2V and common reset nets

1€ Susceptibility VPulse > 0 C susceptibility VPulse < 0
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Results
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Conclusion

First Results

@ Detector against EM Injection

o From a Fault Model established by Sebastien Ordas (FDTC2015 to
appear)

o Fully Digital

o Low-Cost

o Fully compliant with design flow

@ Detection efficiency > 85 % in our test

@ Assessment of the detector against Voltage Glitch and Laser Injection

@ Development of a demonstrator on ASIC
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Thank you !

Thank you for your attention.
Any questions 7
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