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ABSTRACT: Complex Nanostructures deposited on
transparent substrates with techniques such as Glancing An-
gle Deposition (GLAD) can be inserted into a fiber-optic ca-
ble to create unique patterns similar to DNA helices that can
be exploited as Physically Unclonable Functions (PUFs). The
resulting PUFs can act as a real “firewall” protecting commu-
nications through fiber-optic cables with challenge-response-
pair (CRP) authentication. The trusted cables within Cyber-
Physical-Systems (CPS) can be part of the cryptographic ar-
chitecture securing the network.

KEYWORDS: Access control, critical infrastructure,
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INTRODUCTION: The proliferation of connected ma-
chines, consumer products, automobiles, the smart grid, and
the Internet of Things (1oT) has created new opportunities for
criminals, terrorists, and black hat hackers.

Threats and mitigation. Some of the most common
cyber-attack threats involve hackers who gain unauthorized
access to a user’s system or manage to download and execute
unauthorized software on a computer connected to the net-
work, as well as the insertion of Trojans and malwares. The
first line of defense is to install a strong firewall with trust-
worthy access control to the CPS and their subsystems. It is
always better to prevent malware from penetrating a CPS and
contaminating its databases, rather than trying to remove it
then mitigate the damages. Effective firewalls, access control,
and authentication methods are based on cryptographic meth-
ods, passwords, and secret key management.

Physically Unclonable Functions. There is now a grow-
ing interest in implementing a new class of PUFs to
strengthen the authentication process by using a powerful set
of physically derived cryptographic primitives [1-7]. PUFs
act as virtual fingerprints for hardware, and thereby provide
unique signatures during the authentication processes to ef-
fectively block cyber theft, Trojans, and malware. The inher-
ent randomness, uniqueness, secrecy, and physical nature of
a PUF makes it extremely hard to inspect for unwelcomed
users whereas PUFs are very effective for trusted secure au-
thentications. The underlying mechanism of a PUF is the im-
plementation of a generator, which can produce a large num-
ber of challenges (i.e. input) responses (i.e. output) pairs
(CRPs). When deployed during the authentication process, a
challenge is generated and a PUF-specific response is also
generated. The generation of CRPs has to be reproducible,
and easy to recognize.

Firewall with PUF. The idea to use a PUF solution to cre-
ate a firewall at the point of entry has been proposed in pre-
vious work [8-11]. In these new structures the PUFs are not
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inserted in the connecting cable. The concept of securing the
optical fiber cables that we are describing in this paper, is in-
serting Nano-structure based PUFs directly into the cable.
This method provides synergistic levels of security and
means of access control with existing cyber-systems.
Complex Nano-structures for PUF architectures. The
application of complex Nano-structures in the form of Nano-
helices to Cyber Security is extremely new and, to the best of
our knowledge, has not been studied previously. Their intrin-
sic physical properties are excellent for the design of a new
class of PUF directly integrated into fiber communication be-
cause of their relatively high level of randomness, nanoscale
dimensions, and unique features that are hard to duplicate, i.e.
unclonability. The concept described in this paper is promis-
ing, however the full understanding of how Nano-helix mate-
rials behave under light transmission is an active field of re-
search. The reproducibility and stability of the Nano-helix,
and their transmitting properties are key criteria for the suc-
cess of the research work. The image detection and pro-
cessing of the patterns created by the light transmitted
through the Nano-structures is rather straightforward; the in-
frared (IR) absorption spectra of the Nano-helices, which typ-
ically have ~50nm critical dimensions, create clusters detect-
able with existing technologies. Converting the transmitted
pattern into challenges and responses is the subject of 84.

1- General description

Nang-

helix PUF S\fStEm |
Server Sumple
Fiber-optic cable \ Terminal
Optical : Image \_ Electrical .
signal q Detectlun'_Tgnu,_)
Au!henticanon
Open ' Secure
Communication Frrewaﬁ space

Figure 1. Simplified description of the firewall.

The simplified description of a firewall based upon com-
plex Nano-structures is presented in Fig. 1. The sample,
which is inserted at the end of the fiber-optic cable, is a trans-
parent glass containing an array of Nano-helix structures that
selectively attenuate the transmitted light. Each sample is
unique and distinct. An image detection system captures the
transmitted pattern, digitalizes it, and sends the information
to the PUF subsystem for authentication. If positive, the PUF
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subsystem opens the virtual “gate”, allowing secure infor-
mation to reach the terminal. The cryptographic architecture
of the PUF is described in Fig. 2. At first the server receives
a reference pattern from the PUF called a “challenge”.

To generate this challenge, the server illuminates the op-
tic fiber, the Nano-helix sample selectively transmits light,
and the image detection captures the pattern for the PUF
subsystem to complete the process. The challenge is then
transmitted back, while encrypted, to the secure server for
future reference. To trigger a new authentication, the server
sends a query with the challenge and the PUF generates a
fresh “response”. If the challenge-response-pairs (CRPs)
match, then the authentication is positive, and the communi-
cation gates open between the server and the terminal.

Step by step authentication
0- Generate a reference Challenge to the server
1- The server send a Challenge for authentication
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Figure 2. PUF CRP authentication method.

An example of the network system with a Nano-helix-
based firewall is shown in Fig. 3, in which the firewalls are
inserted within the intranet. The trustworthy authentication
offered by the firewall can be put to use to secure data files,
applications, and software that are downloaded to each site.
It can also prevent a particular site from sending confidential
files to a different site without following a process managed
by the secure server.
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Figure 3. Firewall to secure a networked system.
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2- Complex Helix Nano-structure.

2.1 PUF CRPs generation from light scattering

GLAD-grown nanomaterials, including the Nano-Helix,
are expected to be an ideal material for the fabrication of
PUFs. This is true due to the small variations in the morphol-
ogy between each structure on the surface, leading the optical
properties to be a function of the location on the substrate.
Composite insulator/metal nanocomposite structures de-
scribed above be potentially very useful for PUFs since the
spacing between the embedded nanoparticles will have a
large effect on the light absorbance as a function of wave-
length, as seen in Equation 1. For example, a red laser may
absorb strongly in one section of the substrate due to the plas-
monic coupling in that region whereas a second region may
give rise to a strong plasmonic shift. This second region
would then absorb only a fraction of the light absorbed by the

first. The inherent variations in the structures, which is a nat-
ural part of the fabrication process, would then give rise to a
useful PUF. The deposition parameters such as deposition
rate, material combinations and other conditions need to be
optimized both experimentally and numerically to match the
particular wavelength being used in the optical cable. By suc-
cessfully tuning and characterizing these parameters this
unique material can be employed as part of a PUF design.

2.2 Description of complex Nano-structures

Nanomaterials are revolutionizing several branches of
materials science and engineering [12-14]. Materials with na-
noscale features often exhibit drastically different properties
not seen in their bulk counterparts, and it is therefore possible
to use nanoengineering to fabricate materials with desired
properties and functionalities for targeted applications [15-
16]. A particularly interesting nanoscale morphology is the
helix, which is very often observed in the natural world espe-
cially in biology [17-20]. In everyday macroscale engineer-
ing, helical antennae have long been used in radio communi-
cations [21]. Not until recent advances in nanoengineering
has it been possible to fabricate Nano-helices with feature
sizes small enough to exhibit resonance phenomena at visual
frequencies [22-25]. The optical properties of a nanomaterial
can be tuned by controlling the chemical composition [26]
and morphology. [27] The parameters of the helix can also be
tuned to exhibit unique properties if the fabrication process
allows for a high level of control [28].

2.3 Nano-helix sample fabrication

A physical vapor deposition (PVD) technique termed
Glancing Angle Deposition (GLAD), [22,29,30] illustrated in
Fig. 4, can be used to fabricate complex 3D nanostructures.

Figure 4. Top: Fabrication of Nano-Helix array, and a
few structures by GLAD growth including a Nano-Helix.
Scale bar = 200nm - left image and 50nm in the right.

The top of Fig. 4 shows a general schematic in which a
physical vapor plume in a vacuum environment (~107 Torr)
impinges upon a substrate at an oblique angle, «, which leads
to nanostructured arrays with feature sizes as large as several
micrometers (um) [31] down to as small as tens of nanome-
ters (nm), [34-39] which can be grown onto a variety of sur-
faces. A few examples are shown in the scanning electron mi-
croscopy (SEM) images in the bottom of Fig. 5. Samples can
be optimized for desirable PUF characteristics by altering the
deposition parameters of the fabrication process and then an-
alyzing the Nano-Helix array’s morphology and optical prop-
erties. Reproducibility can also be quantified by analyzing the
optical measurements of individual PUFs. The particular
class of nanomaterial that we expect to be most effective is
the nanocomposite Nano-Helix.



Nanocomposites are mixtures of solid materials, which ex-
ist in different phases with at least one phase having na-
noscale critical dimensions [43-44]. In particular, we can fab-
ricate Nano-Helix arrays made from a transparent electrical
insulator with metal nanodots embedded within the insulating
matrix. This can be accomplished with a dual-source GLAD
system capable of simultaneously depositing the two differ-
ent materials. The schematic in the left of Fig. 5 illustrates the
simultaneous deposition of two materials, which are immis-
cible and therefore form a multi-phase solid. The way in
which the Nano-dots are embedded within the electrically in-
sulating backbone can be controlled by independently alter-
ing the deposition rates of each material as well as by control-
ling the relative ratios. In Fig. 6(a), the ratio, r = (metal
deposition rate):(insulator deposition rate) is lower in the top
schematic and higher in the bottom showing the controllabil-
ity of the morphology.
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Figure 5. (a) Schematic of the formation of
smaller metallic nanodots embedded into larger
nanostructures duel deposition, and (b) schematic

Nanocomposites of this type are expected to be particu-
larly useful as possible PUFs. Since the deposition rates con-
trol the size and separation between the metal nanodots, the
optical properties can be adjusted with the GLAD process.
Metal nanoparticles are well known to exhibit surface plas-
mon resonances [26, 34-40]. That is, the electrons in the metal
couple to the electromagnetic wave (Fig. 5(b)), even though
the wavelength of the light may be much larger than the size
of the particles themselves, leading to collective plasmon os-
cillations of the electrons. The resonance frequency is in the
visible or near infrared (NIR) for many metals leading to high
absorbance of light at this frequency. The resonance peak is
not only a function of the size and material composition of
the nanoparticles, but also the separation between particles
[41]. The shift in the peak of the absorbance decays exponen-
tially with distance:

AL [ s/DJ
— R aexp ———
2’0 ﬂ (1)

where AALo, s, and D are the fractional plasmon shift, the
edge-to-edge separation, and the diameter of the particle, re-
spectively. Equation 1 describes how particle adjacency af-
fects the collective electron oscillations leading to a shift in
the plasmon peak. This phenomena is ideal for a PUF since
the small variations between the size and separation of the
nanodots have exponentially changing effects on the optical
properties.

3- Image detection

The light transmitted by Nanomaterial samples needs to be
detected through image detection for the purpose of access
control. As illustrated in Fig. 6, the commercial fiber-optic
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cable is using three infra-red wavelengths to transmit infor-
mation, 850nm, 1300nm, and 1500nm. The multi-mode fi-
bers, which allow the transmission of multiple signals at once,
has a cable with core dimeter d = 62.5um, and uses a wave-
length of 850nm. The mixed-mode fibers, which allows both
the transmission of a single signal or multiple ones, has a ca-
ble d = 50um, and use the 1300nm wavelength. The single-
mode uses a small d = 9um core, and 1550nm wavelength.

Nano-structure Sample:
100umX100um

Typical Nano-helix:
50nmX50nm

| Wavelength
B 1?0 1‘550 nm

UV Visible f R T

ptic cable

\ Fiber-0
-
[ | Y
Core Cladding
Multi-mode 62.5um / 125um
Mixed-mode 50.0pm / 125pm
Single-mode  9.0pm / 125um

Figure 6: Transmission modes.

In all cases the cladding surrounding the core has a larger
diameter d =125um circular cladding, so it is possible to in-
sert a transparent Nano-structure sample measuring 100pm x
100um. Assuming that the typical size of a Nano-helix is
50nm x 50nm, and that they are spaced 50nm from each
other, the smaller 9um core can illuminate approximately
5,000 Nano-helices which is already statistically very large.
As discussed in 8 2 both the size and space between
Nanostructures is subject to variations in the manufacturing
process, and can eventually be adjusted to maximize the qual-
ity of the PUFs. As illustrated in Fig. 7, there is a need to
magnify the image transmitted by the Nano-structure for the
image detector, and this is a function of the size of the core,
and the type of detector technology in use.

F’b”?m._-'c cable
( e Detector
UL cellamay
Nano-helix
sample
Detector| Sensitivity = Pixel size | Magnification to get 150 pixels
(nm) With various cable diameter
| | 125um 50um Sum
CMOos 200nm-900nm dpm X 1um 1:1 1:1 1:3
InGoAs | 200nm-5000nm | 15um X 15um 14 1:20 1:500
Quantum | 200nm-5000nm | 1.5um X 1.5um 11 | 11 | 1.6

Figure 7: image detectors for the Nanostructures.

» CMOS detectors have small pixel sizes, 1pm X 1pm,
and a sensitivity that stops at 900nm which is enough
for multi-mode cables but useless at 1300nm and
1550nm for mixed mode and single mode cables.

> InGaAs detectors have wide sensitivity in the entire
infrared spectrum, however the pixel size is big, at
least 15um X 15um with current commercially avail-
able solutions. A 1:500 magnifying system needs to
be inserted so enough pixels are illuminated by the
single mode fiber.

> Quantum dot image sensor is an emerging technol-
ogy which is now commercially available [42]. It of-
fers the sensitivity of InGaAs sensors, with smaller
pixel sizes of 1.5um x 1.5um, nearly as small as
CMOS sensors. A 1:6 magnification is enough to il-
luminate 150 pixels with single mode cables, and can
be obtained simply by inserting a small lens into the
cable.



Fiber-optic cables need a photodetector to convert the
photonic signal into an electronic signal. One of the main-
stream photo-detection technologies is based on InGaAs/InP
photodiodes. We believe that it is possible to use InGaAs and
Quantum dot image detectors to simultaneously drive the
PUF for authentication, and convert the photonic signals into
electronic signals, and this as suggested in Fig. 1. Such a con-
figuration is very attractive from a cost standpoint, because
the added complexity to incorporate a PUF subsystem is low
potentially simplifying security protocols; however this could
limit the transmission data rate.

Authentication module
SﬂmP-"e g;;;;;ﬁ PUF system
Fiber f.lem,m.' Terminal
A sngna

Figure 8. Possible configuration with a separate au-
thentication module.

An alternative architecture, as shown on Fig. 8, is to divert
the light coming from the fiber into a separate branch dedi-
cated to security. We see this solution as a good way to de-
velop the PUF technology while keeping the communication
route un-touched, with the possibility to develop the inte-
grated solution later.

4- Generation of CRPs

PUF Challenge or Resp 11/tlo[s[s[sfo]olo]1/olo[[1[1]ofefo]1]

Nano-Helix to generate CRPs
1- Image detection extract chess board
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Figure 9. “Chessboard” analysis to generate CRPs.

An example of so called “chessboard” analysis to gener-
ate CRPs is shown in Fig. 9. As explained in 84.1 and §4.2,
the method to generate challenges differs, from the method
to generate responses, however in both cases the level of
light transmission through the Nanostructure is the critically
differentiating parameter between 0’s and 1’s.The light cells
represent the locations where the Nano-helices do not block
the light and are thus converted into 0’s, while the dark cells
show where the Nano-helices do block the light and are con-
verted into *’s. In order to reduce CRP error rates, the cells
that are neither very light nor very dark are blanked during
the challenge generation process, and are ignored during the
response generation process [43].

4.1 Challenge generation process

The challenges are usually generated once by the PUF sub-
system, and stored by the server as shown in Fig. 2. A method
to generate challenges with ternary states has been docu-
mented as an effective way to eliminate transitional cells, [44-
45], as shown in Fig. 10. The parameter to determine if a chal-
lenge isa 0 or a1 is the “gradient of gray” as measured by the

image detector. What is referred as gradient of gray is in-
tended to be a generic term representing variations in trans-
mission of light out of the optical fiber.
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Figure 10. Challenge generation with ternary states.

Considering that commercial fiber-optic communications
operate in the infrared range, from 800nm to 1550nm, which
is outside the visible spectrum, the intensity of the light trans-
mitted is a relative parameter detectable by the image sensor.
The image sensors can sense variations in the transmission of
a Nanomaterial with clusters of Nano-Helices that, due to nat-
ural manufacturing variations, create random patterns ex-
ploitable to generate PUF CRPs. During challenge genera-
tion, the position of the blanked “X” cells are kept in a non-
volatile memory, while the binary stream of data is sent to the
server as the reference Challenge. Both the mapping of the
X’s and the challenges can be encrypted to enhance security.

4.2 The Response generation process.

The responses are generated similar to the challenges, as
shown in Fig. 11. The fiber illuminates the same sample in
similar conditions to create a chessboard with several gradi-
ents of gray. Only the cell previously used to generate the bi-
nary stream of bits for the challenges are considered for re-
sponse generations, while the blanked cells are ignored.
When the blanking is wide enough, the likelihood that a pre-
viously tested 0 flips to become a 1 is reduced, and vice versa
for 1’s becoming 0’s, thereby reducing CRP error rates.
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Figure 11. Response generation.

4.3 Authentication algorithms.

An example of authentication was presented in Fig.2, and
the algorithm is shown in Fig. 12. To start the authentication
process the server sends a challenge (encrypted) to the PUF
subsystem, while illuminating the Nanostructure for the re-
sponse generation process.

» Step-1: the PUF subsystem extracts the raw chess-

board pattern from the illuminated Nanostructure. The



gradients of gray are measured only for the non-
blanked cells. As presented in § 4.2, a light gradient
of gray generates a 0, and dark generates a 1.

> Step-2: the resulting binary data stream of responses
in then prepared for authentication and stored in a
buffer memory.

» Step-3: the challenges provided by the server are also
stored in a buffer memory.

» Step-4: the challenge-response-pairs (CRP) are com-
pared, yielding a Hamming distance between the chal-
lenges and the responses.

» Step-5: positive authentication is to be granted when
the rate of matching pairs is statistically high enough.
Weak PUFs produce high CRP error rates even from
the same PUF, creating false rejections.

1- Extract the raw chess board pattern from the Nano-structure
Measure gradient of gray for the non blanked cells.
Determine the light gray for “0", and the dark gray for “1"s

2- Keep the “0"s and “1"s PUF responses as references

I
3- Server provide binary PUF Challenges

ITRATTTH [4, Matching of the binary Challenge-Response Pairs
L 1
Yes No

A
5- Authentication positive 5- Authentication negative

> Pursue operations > Block operations

Figure 12: authentication algorithm.

Other important criteria to judge the quality of a PUF are
the length of the CRPs, and the robustness of the responses
with respect to temperature and voltage, electromagnetic in-
terferences, aging, and other factors. There is an expectation
of randomness and uniqueness that should make PUFs hard
to extract and identify for unwelcomed users but easy to use
for secure authentication. Ways to enhance the Nano-helix
based PUFs include the optimization of the manufacturing
parameters, image detection technology, CRP generation al-
gorithms, error detection, and authentication methods.

5- System integration

The overall circuitry surrounding the PUF subsystem
is not described in detail in this paper because it uses known
components, and can vary for different system integration:

» The image detection module and conversion to a
chessboard can be driven by a standard Digital Sig-
nal Processor (DSP). The DSP can convert the
chessboard to a digital chessboard with the gradi-
ent of gray measured on each cell.

» A standard secure element includes a crypto-pro-
cessor, a risk microprocessor, and embedded non-
volatile memory. It can directly analyze the digi-
talized chessboard from the DSP. This secure ele-
ment can be programmed to communicate with the
secure server, generate encrypted challenges, read
encrypted challenges from the server, generate re-
sponses, and final authentication.

» Eventually a custom ASIC can be designed to in-
tegrate the DSP and the secure element into a sin-
gle component.

The protection of the data circulating though fiber-optic
cables is an important topic that has been the subject of prior
publications [10-11] in which cryptographic keys and PUFs
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are inserted after the photodetector, beyond the transmission
and reception of the light circulation within the cable. The
important aspect addressed in the current paper is to provide
PUF authentication at the point of entry of a site communi-
cating via fiber-optics with a secure server prior to the photo-
detector and receiving circuitry. The Nanomaterials can be
inserted into the cable while the image detectors can be lo-
cated within the receiving board. The Nano-Helix PUF can
be inserted anywhere in the cable and, if necessary, at multi-
ple locations. This opens the following examples of function-
ality (see Fig. 3):

» The secure server can recognized the site N-1 as a
valid site through the correct PUF responses.
Thereby the terminal can get services, download
documents, files, and other software products.

» The server can verify the party transmitting infor-
mation is site N-1 by sending an authentication
challenge before accepting the information.

» The operating system running the computing sys-
tem of site N-1 can accept running new software
products and upgrades from the secure server only
if these new software products were downloaded
with the correct PUF challenges. This is intended to
block malware ability to get in the secure server
and to contaminate site N-1.

Industrial and governmental institutions that could take
advantage of such a firewall infrastructure include providers
of wired communication infrastructure, interconnected CPSs,
networked 10Ts, multi-site institutions with critical security
needs, and content providers wishing to control the delivery
of services and products.

Cost considerations: Nanomaterials are produced by
using equipment and processes compatible with the micro-
electronics industry. Wafers can produce tens of thousands of
samples with an extremely low cost structure. Others compo-
nents that are part of the systems described in this paper, such
as image detectors, DSPs, and secure elements are also main-
stream, low cost, and commercially available. The integration
of these components to build the system is novel and is ex-
pected to benefit from continuous improvement and further
cost reductions.

CONCLUSION and FUTURE WORK

In this paper we did a step-by-step study on the ways to
build an effective firewall with Nano-helix PUFs within com-
mercial fiber-optic cables. GLAD can be used to manufacture
partially transparent samples that include clusters of uniquely
random Nano-helices. Commercially available image detec-
tors can convert the transmitted patterns into digital chess-
boards that can generate challenge-response pairs. The ter-
nary state method is a way to reduce CRP error rates for
trusted authentication. The expected future work will be re-
lated to the following three areas:

» Design of experiments to optimize the Nanostruc-
ture fabrication. The objective is to increase the clar-
ity of the transmitted image, its contrast to create
clear Os and 1s, and unclonability.

» Optimization of the authentication module, image
detector, DSP, secure element, and embedded cod-
ing. The objective is to develop a fully integrated
system ready for commercialization.



» End-to-end system optimization, protocol of com-
munication between the secure server and the termi-
nal. Enhancement of the cybersecurity of the system
to transfer data and secure files.

In summary, firewalls based on Nano-helix PUFs have the
potential to drastically enhance the security of connected
cyber physical systems at low cost. This development is still
at an early stage for commercial deployment; however, we do
not see at this point in time any obvious showstopper.
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