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The aggressive pursuit of scalable quantum computer pushes for the design
and the implementation of novel cryptosystems capable of withstand attacks
carried out using quantum computational power. Post-quantum cryptography is
a vibrant area of research aiming at developing a novel and quantum resistant
public key infrastructure. Several possible candidates are currently begin pro-
posed, studied and analyzed by the scientific communities. Candidates include
code base algorithm, hash based algorithm, lattice based algorithms, and few
other families.

Area and performance of different designs have been explored in a wide num-
ber of platforms, including embedded micro-controllers and reconfigurable hard-
ware. However, only few previous works discusses the resistance of post-quantum
constructions against physical attacks while few others propose related coun-
termeasures. As a result, the topic, despite fundamental to guarantee security,
remains to date largely unexplored.

In this talk we concentrate on fault attacks, a physical attack where the ad-
versary maliciously induces the device into an erroneous state and, subsequently,
exploits the wrong behavior to gain information about the secret key [1]. Resis-
tance of some constructions, in particular on lattice based one, have been dis-
cussed in previous literature [2,3]. In this presentation, we extend these analysis
and we systematically explore the resistance of lattice based implementations
against attacks carried out tampering with the clock signal. We carefully an-
alyze several components of R-LWE, and we identify the ones which could be
targeted by an adversary aiming at recover the secret key. Each suitable mod-
ule is then implemented in HDL, and the fault injection attack is practically
validated using state of the art logic simulators. We conclude the presentation
highlighting possible countermeasures to harden the constructions.
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