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I SR-latch as PUF -TRNG
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Small imbalance => metastability => TRNG
Big imbalance => stability => PUF
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I PUF-TRNG according to T-su distribution
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I SR-latch as PUF -TRNG

PUF=Q[16..1]
1 | If noise is independent
R Q - between latches:
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I SR-latch T su adjustment in FD-SOI

VBI

N
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Q|

VB2

Delay adjustment o
Not so easy to design in ASIC FD-SOI Body biasing

Page 6 Télécom-ParisTech Jean-Luc Danger =7
R RS




I ~D-SOI Body bias
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I Sct-up time vs Body Bias
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I st chip architecture

1024 latches driven by a buffer tree
Address:
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Pin 5 1 10 T =] SR latch 2
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11 ... 1023

Techno = UTBB FD-SOI 28nm
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I ~djustment by VB1-VB2 for PUF

PUF: number of stable latches (after 1000 tries)

Optimal point (max entropy)

1200
- - o=l
Devece Device B a
1= WEl=1.1v A=
1309 ﬁ

| g ]

s

H :

# a0 8340

w

N

L'} L]

a a

ﬁ 50 ﬁ ﬁ

] -]

] A 8

E E

3 3

s 4

a4 a5 LE] 1.0
a2 (V] vaz (v

(b) Dcvi:cc B

VB1 = 0.5V VBl = 1.1V

Page 12 Télécom-ParisTech Jean-Luc Danger =7
_ mEE




I ~djustment by VB1-VB2 for TRNG

TRNG: number of unstable latches

Optimal point
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I Optimal point: the same for PUF and TRNG !

VB1-VB2 at the optimal point is specific to a device
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I /A nalysis with the timing generator
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The optimal point is the same for the PUF and TRNG,
but different from a device to another
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Number of latches in PUF or TRNG at

I Optimal point

Probability of the 1024 latches according to At
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At (ps)
Device | Optimal point | stable latches unstable latches
at 0 or 1 with p; € [0.1,0.9]
A -33.43ps 287 178
B -24.81ps 280 184
C -19.17ps 258 233

Table I: Number of latches at the optimal point.
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I mbalance due to P/R

i=0.5

Number of latches with p_

The number of lstches
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I Entropy

Combinations for stable latches between 3 devices

Histogram of combinations with three boards
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I Conclusions

 Simple structure to get PUF-TRNG
» High speed TRNG
» Reliable PUF as the reliabilty of each latch can be known
1 Every device needs to be adjusted to the optimal point
» The optimal point is when as many '0' as '1'
O FD-SOI technology allows to obtain the optimal point by
body biasing
 The buffer tree and the number of latches could be
largely reduced
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