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Abstract

As digital devices penetrate into many areas important for
the present society, it is important to analyze even potential
threats to mitigate device vulnerability during the lifetime of
a digital device.

Skorobogatov has shown, that it is possible to obtain data
stored in a register by using the invasive methods [1] (the chip
decapsulation and the laser beam). The disadvantage is, that
the probing method is strongly limited by the transistor size
and it is not applicable to recent technologies.

To overcome the size limitation, we analyzed the data de-
pendency of the static power of CMOS combinational logic.
We found that the static power (of a relative large combinati-
onal logic) modulated by the laser beam may decrease the
entropy of the processed data. This is achieved by correlating
the measured current consumption (induced by a laser beam)
with the power model reflecting the data dependency of the
laser-induced current.

Moreover, the results have shown, that in certain cases, it
is possible to obtain the processed data directly. When tar-
geting sufficiently large combinational logic with the special
structure, namely majority voter, the processed bit leaks [2].
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