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Abstract

Up to now, the transient effect ring oscillator (TERO) seemed to be a
better building block for PUFs than a standard ring oscillator, since it was
thought to be immune to electromagnetic analysis. Here, we report for
the first time that TERO PUFs are in fact vulnerable to electromagnetic
analysis too. First, we propose a spectral model of a TERO cell output,
showing how to fit it to experimental data obtained with the help of a
spectrum analyser to recover the number of oscillations of a TERO cell.
We then extend it to two TERO cells oscillating simultaneously, and show
how this ability can be used to fully clone a TERO PUF. These results
should help designers to better plan for susceptibility of TERO PUFs to
electromagnetic analysis in their future designs.
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