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Cyber-Physical Systems (CPSs) tightly integrate cyber components (typi-
cally computation and communication elements) with physical components, such
as sensors and actuators. These systems are often used in safety-critical appli-
cations, such as autonomous driving or medical devices, and are often used to
manage and control our critical infrastructure, including smart grids and trans-
portation systems. CPSs used in these application must withstand error and
failures. These failures can be “natural” or caused by environmental conditions,
but they can even be the outcome of a deliberated attack to the system. The
capability of attackers have been demonstrated in different scenarios, including
manipulation of industrial implant [1, 2] or hacking cars [3].

As embedded systems, CPSs are vulnerable to the cyber-attacks such as mal-
ware injection and to physical attacks such as power analysis and fault injection
attacks. However, the presence of a physical component opens novel possibilities
to adversaries. Side channels, for instance, can be used to extract design files
from 3D printers while fabricating objects [4] and manipulations of the design
tools can be used to increase the leak of information [5] or to alter the quality
of a product.

Counteracting these threats is of utmost importance for the safe deployment
of the applications relying on CPSs, including autonomous driving and industry
4.0. If on the one side there is a solid knowledge regarding cyber-attacks and
physical attacks targeting the cyber part of a CPS, very little is know about
attacks targeting the physical part and the possible countermeasures. Address-
ing this issue, this talk summarizes the main security and reliability challenges
specific to CPS, discussing the main threats, the most relevant approaches to
counteract them, and highlighting novel research directions.
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