
Acceleration of Lightweight Block
Ciphers on Microprocessors

Etienne Tehrani, Tarik Graba, Jean-Luc Danger

June 2019

Cryptography is a key element to the development of secure communication in em-
bedded environment such as within or between connected cars. In such constrained
devices standard cryptographic algorithms have been considered too costly which lead
to the emergence of specific Lightweight Block Ciphers (LBC). The lack of standards
alongside industry’s desire to use uniquely tweaked LBC calls for a generic and effi-
cient implementation of those algorithms. Microprocessors are a part of most of these
embedded systems which allows them to implement any of these algorithms but not ef-
ficiently way as it lacks specific instructions. For instance, the RiscV is an open source
ISA which can be used in these microprocessors and is currently being enhanced by
research through extensions. In this work we propose the study of this ISA and the
development of an extension for efficient implementation of LBC.
From the state of the art [5], [7] we have selected some LBC based on the following

criteria: at least a 128-bit key for security and a 64-bit block size to limit the necessary
resources. In order to identify useful extensions, we first identified which parts of LBC
are slow when implemented in pure software, and how common they are in state of
the art LBC. We only studied the datapath of the cipher as we considered the key
scheduling to be part of preprocessing. We used a software implementation of each
of the studied algorithms to isolate the costly parts of the ciphers. The computation
time was evaluated in number of RiscV assembly language instructions.
Studied LBC algorithms exhibit 3 main computation steps:

• The key addition which is a simple XOR and doesn’t require additional instruc-
tions

• 8 or 16 4x4 Sbox (common for LBC) which can be implemented as LUT and can
be accelerated thanks to the addition of a specific (SIMD) LUT instruction

• The diffusion is generally not trivial to implement in pure software and as it can
be quite different from one algorithm to the other it is not obvious to provide a
unique extension to implement it.
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To propose an efficient extension for the diffusion, we propose a classification of
the studied LBC. Each category can be implemented with a dedicated instruction
which could compute the entire diffusion in a single processor cycle. 4 categories are
proposed:

• bit level diffusion: where a generic hardware implementation has a huge cost, but
specific instruction, dedicated to a couple of LBC can be added. For instance,
PRESENT [4] which is a ISO standard and its evolution, GIFT [2], have similar,
but still different permutations. While a specific instruction must be added for
each of them, the hardware cost of such an instruction is close to none as it is
the reorganisation of wires.

• bit level rotation: plenty of algorithms, especially Feistel-type (such as GOST [8],
Simeck [11], Rectangle [12]) use a simple rotation of the state for the diffusion.
While common in other processor families, RiscV does not provide a rotation
instruction and therefore adding this rotation instruction will reduce from 3 to
1 instruction each round for those ciphers.

• nibble level diffusion: such a diffusion affects only the state at a nibble (4-bit)
level, meaning that bits within a nibble cannot be swapped. This category will be
implemented as a matrix multiplication between a 16x16 cipher-specific matrix
and a 16 nibble state. Such a matrix requires 256 bits of information in order
to be as generic as possible. Indeed, reducing the amount of parameters also
reduces the amount of potential algorithms which can be considered for this
generic implementation. Such an instruction would account for both a shift row
type and a mix column type of diffusion. LBC of this category are Twine [10],
Midori [1] and Skinny [3], the latter which is part of the NIST Lightweight
Cryptography Standardisation candidates.

• nibble level diffusion, with Galois Field: Some algorithms use a matrix multipli-
cation based on Galois Field and therefore require their specific instruction to
account for the fact that the matrix is not composed of only 0s and 1s but with
also 2s and 3s. Algorithms such as LED [6] or Piccolo [9] belong to this category.
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