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P-RNG vs RNG/Entropy-Source Assessment
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RNG / Entropy-Source

Full / Partial Entropy Rate

Make possible Entropy Evaluation

• Short Memory Sequence 
• “Short” Hashing

Entropy Rate Estimation

P-RNG

No Entropy Rate

Make impossible Entropy Evaluation

• Long Memory Sequence 
• Cryptography

Failure of a battery of Statistical 
Hypothesis Tests

Feature

to be assessed by

need to

by means of
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Conditional Entropy and Entropy Rate

!3

Assuming L is the memory length of a sequence, the conditional entropy

H (Xi/Xi�1, Xi�2, . . . Xi�L)
<latexit sha1_base64="VqbYfnwlFPuFfHwxe0gMfp2zE6M="></latexit>

is an exact and complete figure of the entropy rate of the sequence. Namely, it 
considers all possible “defects” (i.e. dependencies).

Indeed, it is derived from the Conditional Probability

P (Xi/Xi�1, Xi�2, . . . Xi�L)
<latexit sha1_base64="HYtmIllvd3Xc+++wzyePJuahxbE="></latexit>

which is, in facts, the state transition table which completely describe the generator as 
a Finite State Machine whichever it is (linear, not linear, stochastic or deterministic).

NOTICE: as long as the assumed L is sufficient (i.e. all dependencies are considered), 
the conditional entropy does not change by splitting, joining or anyhow reversibly 
transforming the symbols.
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Complexity of Conditional Entropy Estimation
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O

⇣
2(L+1)·log2(#(X))

⌘

<latexit sha1_base64="mPzD6GANtqvBxLBJGS343yDXg84="></latexit>

Estimating the conditional entropy

Ĥ (Xi/Xi�1, Xi�2, . . . Xi�L)
<latexit sha1_base64="N7+o2aGjJSiX2UchyyKdnpo7KpI="></latexit>

P̂ (Xi, Xi�1, Xi�2, . . . Xi�L)
<latexit sha1_base64="CmTl5YG/wPFSMkfWvDOd9DdVeXY="></latexit>

implies the joint probability estimation

which results in the complexity

This, practically means that: 
• Online tests: entropy estimation is practically feasible only over mono-bit and short 

memory sequences. 

• Offline tests: symbol size and memory length must be anyway small.

i.e. exponentially growing with memory and symbol bit size.
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slope_ratio = 2.8284; slope_fast = 3.3941;

 entropy extractor: with reset;             
 n_sigma = 1.00e-12;                        
 test_length = 1.05e+06; (source iterations)
                                            

Conditional Entropy Estimation: 
Example (chaotic entropy source)
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Conditional entropy estimation of a chaotic entropy source (4 million samples): 
• the conditional entropy estimation quickly converges to the correct value 
• due to some periodic behaviour, without considering dependencies (condition depth = 

0), the sequence would seem to have maximum entropy 
• anyway, the same overestimation would be reported using a Min Entropy 

estimator
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Conditional probability estimation (contingency table): 
LFSR example
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P{xi=1} xi-1 xi-2 xi-3 xi-4

0 0 0 0 0

0 1 0 0 0

0 0 1 0 0

0 1 1 0 0

1 0 0 1 0

1 1 0 1 0

1 0 1 1 0

1 1 1 1 0

1 0 0 0 1

1 1 0 0 1

1 0 1 0 1

1 1 1 0 1

0 0 0 1 1

0 1 0 1 1

0 0 1 1 1

0 1 1 1 1

P{xi=1} xi-1 xi-2 xi-3

0,5 0 0 0

0,5 1 0 0

0,5 0 1 0

0,5 1 1 0

0,5 0 0 1

0,5 1 0 1

0,5 0 1 1

0,5 1 1 1

P{xi=1} xi-1 xi-2

0,5 0 0

0,5 1 0

0,5 0 1

0,5 1 1

P{xi=1} xi-1

0,5 0

0,5 1

P{xi=1}
0,5

example with LFSR: x4+x3+1

• Looks random till depth 3, but it is actually totally 
deterministic. 

• If the system is stochastic, the contingency table never 
converge to a deterministic value.

The contingency table completely describes the sequence (regardless it is 
stochastic or deterministic), as long as its depth is larger than the sequence memory.
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Conditional Entropy estimation after a “short 
memory” scrambling (reversible transformation)
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• Output entropy is testable as long as the 
“depth” of the conditional entropy test is 
larger than the memory of the scrambler. 

• Since the transformation is reversible, the 
entropy estimated after scrambling is the 
same as the entropy that enters the 
scrambler.
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Conditional Entropy estimation after a “short memory” 
compression (non–reversible transformation)
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• Output entropy is still testable: 
despite of decimation, the memory of the 
sequence is still the same. 

• Virtually, the system behaves as a 
system which is not decimated but has 
a larger source entropy. 0
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Min Entropy Definition
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<latexit sha1_base64="XvLBIEfMkNj2qLVLVyKil2GFPHI=">AAAB7HicbZDNSsNAFIVv6l+Nf1WXbgaL4KokdVE3YtGNywqmLbShTKaTduhkEmYmQgl9BjcuFHEl+Cru3Yhv46TtQlsPDHyccy9z7w0SzpR2nG+rsLK6tr5R3LS3tnd290r7B00Vp5JQj8Q8lu0AK8qZoJ5mmtN2IimOAk5bweg6z1v3VCoWizs9Tqgf4YFgISNYG8tr20a9UtmpOFOhZXDnUL78sC+Sty+70St9dvsxSSMqNOFYqY7rJNrPsNSMcDqxu6miCSYjPKAdgwJHVPnZdNgJOjFOH4WxNE9oNHV/d2Q4UmocBaYywnqoFrPc/C/rpDo89zMmklRTQWYfhSlHOkb55qjPJCWajw1gIpmZFZEhlphoc5/8CO7iysvQrFbcs0r11inXr2CmIhzBMZyCCzWoww00wAMCDB7gCZ4tYT1aL9brrLRgzXsO4Y+s9x/odZBt</latexit>

P (X)
<latexit sha1_base64="MsUTUffkYW/BAKmzn0gm+2c467o=">AAAB73icbVBNS8NAEJ34WetX1aOXpUWoCCWpBz0WvXisYNtAG8pmu2mXbjZxdyOE0D8hggdFvPp3vPXfuGl70NYHA4/3ZpiZ58ecKW3bU2ttfWNza7uwU9zd2z84LB0dt1WUSEJbJOKRdH2sKGeCtjTTnLqxpDj0Oe3449vc7zxRqVgkHnQaUy/EQ8ECRrA2ktusuudFg36pYtfsGdAqcRak0ij3Ll6mjbTZL333BhFJQio04ViprmPH2suw1IxwOin2EkVjTMZ4SLuGChxS5WWzeyfozCgDFETSlNBopv6eyHCoVBr6pjPEeqSWvVz8z+smOrj2MibiRFNB5ouChCMdofx5NGCSEs1TQzCRzNyKyAhLTLSJKA/BWX55lbTrNeeyVr83adzAHAU4hTJUwYEraMAdNKEFBDg8wxu8W4/Wq/Vhfc5b16zFzAn8gfX1AwqfkPo=</latexit>

Pmax
<latexit sha1_base64="3wsM/r9sWhWToaQ91T0qoNBzBJ4=">AAAB8nicbVC7SgNBFJ31GeMrKtjYDAbBKuzGQssQG8sEzAM2IcxOZpMhszPLzF0xLPkMGwtFbPUv/AI7G7/F2SSFJh64cDjnXu69J4gFN+C6X87K6tr6xmZuK7+9s7u3Xzg4bBqVaMoaVAml2wExTHDJGsBBsHasGYkCwVrB6DrzW3dMG67kLYxj1o3IQPKQUwJW8mu9NCL3k7xFr1B0S+4UeJl4c1KsHNe/+Xv1o9YrfHb6iiYRk0AFMcb33Bi6KdHAqWCTfCcxLCZ0RAbMt1SSiJluOj15gs+s0seh0rYk4Kn6eyIlkTHjKLCdEYGhWfQy8T/PTyC86qZcxgkwSWeLwkRgUDj7H/e5ZhTE2BJCNbe3YjokmlCwKWUheIsvL5NmueRdlMp1m0YVzZBDJ+gUnSMPXaIKukE11EAUKfSAntCzA86j8+K8zlpXnPnMEfoD5+0HQdeTng==</latexit>

Hmin = �log2 (Pmax)
<latexit sha1_base64="+u0vC5gnRZRu8mXuH/NvuW8/Si4="></latexit>

Ĥmin = �log2
⇣
P̂max

⌘

<latexit sha1_base64="TVoLoh2Awgl/CDc8byCtseGcDxc="></latexit>

Min entropy considers just the most likely symbol of 
a probability distribution:

Likewise, the min entropy estimator considers just a 
single (the highest) bin of the empirical histogram

Assuming, symbols are independent, it is always:

and, because of the estimator variance, it also holds:

However also the entropy plugin estimator, is conservative. it holds:

On the other side, when symbols are not independent, both estimators can 
overestimate!   

I.e., in general, Min Entropy is not conservative (just a fast, but wrong, estimation).

Hmin  H
<latexit sha1_base64="Xw5gVoFV1dPMXXVyZBxvTRlyB1M=">AAAB+HicbVC7TsMwFHXKq4RHQxlZrFZITFVSkGCsBEPHItGH1FaR4zqtVdsJtoNUon4JCwMPsbLzB0xs/A1O2wFajnSlo3Pu1b33BDGjSrvut5VbW9/Y3Mpv2zu7e/sF56DYUlEiMWniiEWyEyBFGBWkqalmpBNLgnjASDsYX2Z++45IRSNxoycx6XM0FDSkGGkj+U6h7qecimmPkVtYt23fKbsVdwa4SrwFKdfynx/Fq5dSw3e+eoMIJ5wIjRlSquu5se6nSGqKGZnavUSRGOExGpKuoQJxovrp7PApPDbKAIaRNCU0nKm/J1LElZrwwHRypEdq2cvE/7xuosOLfkpFnGgi8HxRmDCoI5ilAAdUEqzZxBCEJTW3QjxCEmFtsspC8JZfXiWtasU7rVSvTRpnYI48OAIlcAI8cA5qoA4aoAkwSMADeALP1r31aL1ab/PWnLWYOQR/YL3/AFTSlR8=</latexit>

Ĥmin < Hmin
<latexit sha1_base64="LJ2+CFZvROUAw5aHIm2hpOLJkD4=">AAACAXicbVDLSsNAFJ3UV42vqBvBTbAIrkpSF7pwUXDTZQv2AW0Ik+mkHTozCTMToYS48Qvc+AWCuFDErX/g0p34M07aLrT1wOUezrmXmXuCmBKpHOfLKCwtr6yuFdfNjc2t7R1rd68lo0Qg3EQRjUQngBJTwnFTEUVxJxYYsoDidjC6zP32NRaSRPxKjWPsMTjgJCQIKi351kFvCFVay/yUEZ5d1KbdNE3fKjllZwJ7kbgzUqquNr4/7u8e67712etHKGGYK0ShlF3XiZWXQqEIojgze4nEMUQjOMBdTTlkWHrp5ILMPtZK3w4joYsre6L+3kghk3LMAj3JoBrKeS8X//O6iQrPvZTwOFGYo+lDYUJtFdl5HHafCIwUHWsCkSD6rzYaQgGR0qHlIbjzJy+SVqXsnpYrDZ1GBUxRBIfgCJwAF5yBKqiBOmgCBG7AA3gGL8at8WS8Gm/T0YIx29kHf2C8/wD/hJpG</latexit>

Ĥ  H
<latexit sha1_base64="ZyI/TJU0D9zmOi/YxtkJakHfvW8=">AAAB+nicbVC7TsNAEFxDgBBeDpQ0JyIkqsgOBZSRaFJQBIk8JDuKzpdzcsr5bO7OoMjkU2goQIiWL+AT6PgbzkkKSBhppdHMrnZ3goQzpR3n21pbL2xsbhW3Szu7e/sHdvmwreJUEtoiMY9lN8CKciZoSzPNaTeRFEcBp51gfJX7nXsqFYvFrZ4ktBfhoWAhI1gbqW+X/RHWWWPqc3qHGiWDvl1xqs4MaJW4C1KpF64/m7LoNfv2lz+ISRpRoQnHSnmuk+hehqVmhNNpyU8VTTAZ4yH1DBU4oqqXzU6folOjDFAYS1NCo5n6eyLDkVKTKDCdEdYjtezl4n+el+rwspcxkaSaCjJfFKYc6RjlOaABk5RoPjEEE8nMrYiMsMREm7TyENzll1dJu1Z1z6u1G5NGDeYowjGcwBm4cAF1aEATWkDgAZ7gBV6tR+vZerPe561r1mLmCP7A+vgBFayUww==</latexit>
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When min entropy can be useful?
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Ĥ = 7.9968
<latexit sha1_base64="cgJ0gQVTd6jnwWNNiDCWVle57Jk=">AAAB/nicbVDLSsNAFJ34rPUVFVeCDBbBVUgq2HYhFtx02YJ9QBvKZDpth04mYWYilFBw44e4caGI2678CHd+gz/hpOlCWw9cOJxzL/fe44WMSmXbX8bK6tr6xmZmK7u9s7u3bx4cNmQQCUzqOGCBaHlIEkY5qSuqGGmFgiDfY6TpjW4Tv3lPhKQBv1PjkLg+GnDapxgpLXXN484QqbgyuS5YpdJVMZuia+Zsy54BLhNnTnI3H9Pa9+PptNo1Pzu9AEc+4QozJGXbsUPlxkgoihmZZDuRJCHCIzQgbU058ol049n5E3iulR7sB0IXV3Cm/p6IkS/l2Pd0p4/UUC56ifif145Uv+jGlIeRIhyni/oRgyqASRawRwXBio01QVhQfSvEQyQQVjqxJARn8eVl0shbzqWVr9m5chGkyIATcAYugAMKoAwqoArqAIMYPIEX8Go8GM/Gm/Getq4Y85kj8AfG9AeWWpZg</latexit>

Ĥ = 7.9109
<latexit sha1_base64="GR/tQxPhNx0IqiTO7DwXVJsSyPs=">AAAB/nicbVDLSsNAFJ3UV62vqLgSZLAIrkpSF20XYsFNly3YB7ShTKaTduhkEmYmQgkFN36IGxeKuO3Kj3DnN/gTTpoutPXAhcM593LvPW7IqFSW9WVk1tY3Nrey27md3b39A/PwqCWDSGDSxAELRMdFkjDKSVNRxUgnFAT5LiNtd3yb+O17IiQN+J2ahMTx0ZBTj2KktNQ3T3ojpOLa9LpUqNhWJZeib+atgjUHXCX2guRvPmaN78ezWb1vfvYGAY58whVmSMqubYXKiZFQFDMyzfUiSUKEx2hIuppy5BPpxPPzp/BCKwPoBUIXV3Cu/p6IkS/lxHd1p4/USC57ifif142UV3ZiysNIEY7TRV7EoApgkgUcUEGwYhNNEBZU3wrxCAmElU4sCcFefnmVtIoF+6pQbFj5ahmkyIJTcA4ugQ1KoApqoA6aAIMYPIEX8Go8GM/Gm/GetmaMxcwx+ANj9gOCNZZT</latexit>

Ĥmin = 7.7473
<latexit sha1_base64="qDdzHFPHqJ0tyI0pGZRJJ/BcadE=">AAACBXicbVBNS8NAEN34WaPVqEc9BEvBU0laIb0IBUF6rGA/oA1hs920SzebsLsRSsjFi/9EvHhQxKvgT/Dmv3HT9qCtDwYe780wM8+PKRHSsr61tfWNza3two6+u1fcPzAOjzoiSjjCbRTRiPd8KDAlDLclkRT3Yo5h6FPc9SdXud+9w1yQiN3KaYzdEI4YCQiCUkmecToYQ5k2My8NCcsunYpz4dT0BTyjZFWsGcxVYi9IqVH8TMrX+mPLM74GwwglIWYSUShE37Zi6aaQS4IozvRBInAM0QSOcF9RBkMs3HT2RWaWlTI0g4irYtKcqb8nUhgKMQ191RlCORbLXi7+5/UTGdTdlLA4kZih+aIgoaaMzDwSc0g4RpJOFYGIE3WricaQQyRVcHkI9vLLq6RTrdi1SvVGpVEHcxTACTgD58AGDmiAJmiBNkDgHjyBF/CqPWjP2pv2Pm9d0xYzx+APtI8fjUeXkw==</latexit>

Ĥmin = 4.6132
<latexit sha1_base64="J+4lywrNP2uaP4/kqLCojdpFy+A=">AAACBXicbVBNS8NAEN34WaPVqEc9BEvBU0ha0V6EgiA9VrAf0Iaw2W7apZtN2N0IJeTixX8iXjwo4lXwJ3jz37hpe9DWBwOP92aYmefHlAhp29/ayura+sZmYUvf3inu7hn7B20RJRzhFopoxLs+FJgShluSSIq7Mccw9Cnu+OOr3O/cYS5IxG7lJMZuCIeMBARBqSTPOO6PoEwbmZeGhGWXZ9a5U63oc3hGybbsKcxl4sxJqV78TMrX+mPTM776gwglIWYSUShEz7Fj6aaQS4IozvR+InAM0RgOcU9RBkMs3HT6RWaWlTIwg4irYtKcqr8nUhgKMQl91RlCORKLXi7+5/USGdTclLA4kZih2aIgoaaMzDwSc0A4RpJOFIGIE3WriUaQQyRVcHkIzuLLy6RdsZyqVblRadTADAVwBE7AKXDABaiDBmiCFkDgHjyBF/CqPWjP2pv2Pmtd0eYzh+APtI8fepuXhw==</latexit>

However, the “normal” (i.e. the plugin) entropy estimator still underestimate the Shannon 
entropy.

Min Entropy can be a quick (just one bin is needed) and sensitive way to detect some 
“strange” peaks in an empirical distribution.
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… but: are probability peaks before hashing 
post-processing an issue? No!
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Y

X 

2n2m

2m – n

Assume a m ⇒ n bit hashing where each output symbol 
Y has the same number R = 2^(m-n) of X pre-images.

0

X
<latexit sha1_base64="XvLBIEfMkNj2qLVLVyKil2GFPHI=">AAAB7HicbZDNSsNAFIVv6l+Nf1WXbgaL4KokdVE3YtGNywqmLbShTKaTduhkEmYmQgl9BjcuFHEl+Cru3Yhv46TtQlsPDHyccy9z7w0SzpR2nG+rsLK6tr5R3LS3tnd290r7B00Vp5JQj8Q8lu0AK8qZoJ5mmtN2IimOAk5bweg6z1v3VCoWizs9Tqgf4YFgISNYG8tr20a9UtmpOFOhZXDnUL78sC+Sty+70St9dvsxSSMqNOFYqY7rJNrPsNSMcDqxu6miCSYjPKAdgwJHVPnZdNgJOjFOH4WxNE9oNHV/d2Q4UmocBaYywnqoFrPc/C/rpDo89zMmklRTQWYfhSlHOkb55qjPJCWajw1gIpmZFZEhlphoc5/8CO7iysvQrFbcs0r11inXr2CmIhzBMZyCCzWoww00wAMCDB7gCZ4tYT1aL9brrLRgzXsO4Y+s9x/odZBt</latexit>

P (X)
<latexit sha1_base64="MsUTUffkYW/BAKmzn0gm+2c467o=">AAAB73icbVBNS8NAEJ34WetX1aOXpUWoCCWpBz0WvXisYNtAG8pmu2mXbjZxdyOE0D8hggdFvPp3vPXfuGl70NYHA4/3ZpiZ58ecKW3bU2ttfWNza7uwU9zd2z84LB0dt1WUSEJbJOKRdH2sKGeCtjTTnLqxpDj0Oe3449vc7zxRqVgkHnQaUy/EQ8ECRrA2ktusuudFg36pYtfsGdAqcRak0ij3Ll6mjbTZL333BhFJQio04ViprmPH2suw1IxwOin2EkVjTMZ4SLuGChxS5WWzeyfozCgDFETSlNBopv6eyHCoVBr6pjPEeqSWvVz8z+smOrj2MibiRFNB5ouChCMdofx5NGCSEs1TQzCRzNyKyAhLTLSJKA/BWX55lbTrNeeyVr83adzAHAU4hTJUwYEraMAdNKEFBDg8wxu8W4/Wq/Vhfc5b16zFzAn8gfX1AwqfkPo=</latexit>

PX
<latexit sha1_base64="2QyNiMxMfES0uGdz8HKIvX5F8jc=">AAAB9HicbVDLSsNAFL2pr1pfVcGNm8EiuCpJXeiy1I3LFOwD2lAm00k7dDKJM5NCCf0ONy4Ucalf4Re4c+O3OGm70NYDFw7n3Mu99/gxZ0rb9peVW1vf2NzKbxd2dvf2D4qHR00VJZLQBol4JNs+VpQzQRuaaU7bsaQ49Dlt+aObzG+NqVQsEnd6ElMvxAPBAkawNpLn9tL2tLBAr1iyy/YMaJU4C1KqntS/2Vvtw+0VP7v9iCQhFZpwrFTHsWPtpVhqRjidFrqJojEmIzygHUMFDqny0tnRU3RulD4KImlKaDRTf0+kOFRqEvqmM8R6qJa9TPzP6yQ6uPZSJuJEU0Hmi4KEIx2hLAHUZ5ISzSeGYCKZuRWRIZaYaJNTFoKz/PIqaVbKzmW5Ujdp1GCOPJzCGVyAA1dQhVtwoQEE7uEBnuDZGluP1ov1Om/NWYuZY/gD6/0HYEWS7A==</latexit>

PX,max = K · PX
<latexit sha1_base64="1nBBGfx+p1rMRwJa+CMitayXaKk=">AAACCHicbVDLSsNAFJ34rK2PqEsXDlbBhZSkLnQjFN0IbirYB7QhTCaTdujkwcykWEKWbvwVNy584Fb/wJ0fomsnbQVtPXDhcM693HuPEzEqpGF8aDOzc/MLi7mlfGF5ZXVNX9+oizDmmNRwyELedJAgjAakJqlkpBlxgnyHkYbTO8v8Rp9wQcPgSg4iYvmoE1CPYiSVZOvbVTtpHvjoOj25aGM3lDAT0vwPbL1olIwh4DQxx6RY2f18eusXvqq2/t52Qxz7JJCYISFaphFJK0FcUsxImm/HgkQI91CHtBQNkE+ElQwfSeGeUlzohVxVIOFQ/T2RIF+Ige+oTh/Jrpj0MvE/rxVL79hKaBDFkgR4tMiLGZQhzFKBLuUESzZQBGFO1a0QdxFHWKrsshDMyZenSb1cMg9L5UuVxikYIQe2wA7YByY4AhVwDqqgBjC4AXfgATxqt9q99qy9jFpntPHMJvgD7fUbOJOaog==</latexit>

PY,max

PY
= 1 +

K � 1

R
<latexit sha1_base64="dd/y3TeONFTorpWvDal643OTHc8=">AAACGnicbZDLSsNAGIUn9VbrLerSTbAIghqSKlgQoeBGcFPFXqQNYTKdtEMnF2YmYgnZ+gpufBU3IhZxJ258CZ/BSVNEqwcGPs75h5n/OCElXBjGh5Kbmp6ZncvPFxYWl5ZX1NW1Og8ihnANBTRgTQdyTImPa4IIipshw9BzKG44/ZM0b1xjxkngX4pBiC0Pdn3iEgSFtGzVbLsMorhqx1e7HrxJkhEmybG5kyVne2YSXySFb9lq0dCNkbS/YI6hWDnQh7dHn09VW31rdwIUedgXiELOW6YRCiuGTBBEcVJoRxyHEPVhF7ck+tDD3IpHqyXalnQ6mhsweXyhjdyfN2LocT7wHDnpQdHjk1lq/pe1IuGWrZj4YSSwj7KH3IhqItDSnrQOYRgJOpAAESPyrxrqQdmIkG2mJZiTK/+Fekk39/XSuWyjDDLlwQbYBNvABIegAk5BFdQAAnfgATyDoXKvPCovyms2mlPGd9bBLynvX5YjoaE=</latexit>

E.g.:

After post-processing hashing: PY = R · PX ; PY,max = (R+K � 1) · PX ;
<latexit sha1_base64="iRSBbuuZK7+qrVPDBMZVy3+v58k="></latexit>

m = 64; n = 8; K = 104; ) PY,max

PY
= 1 + 1.38 · 10�13

<latexit sha1_base64="+8BTFIFAdyrZ6M8fvvTefx5e7dU="></latexit>
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OBSERVATION: Min Entropy for binary 
distributions is a nonsense

!12

Therefore, in this case, Min Entropy is not a conservative estimation, but just a 
nonsense under-estimation.

In a binary distribution, once Pmax is 
defined, the whole distribution, is defined.
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<latexit sha1_base64="XvLBIEfMkNj2qLVLVyKil2GFPHI=">AAAB7HicbZDNSsNAFIVv6l+Nf1WXbgaL4KokdVE3YtGNywqmLbShTKaTduhkEmYmQgl9BjcuFHEl+Cru3Yhv46TtQlsPDHyccy9z7w0SzpR2nG+rsLK6tr5R3LS3tnd290r7B00Vp5JQj8Q8lu0AK8qZoJ5mmtN2IimOAk5bweg6z1v3VCoWizs9Tqgf4YFgISNYG8tr20a9UtmpOFOhZXDnUL78sC+Sty+70St9dvsxSSMqNOFYqY7rJNrPsNSMcDqxu6miCSYjPKAdgwJHVPnZdNgJOjFOH4WxNE9oNHV/d2Q4UmocBaYywnqoFrPc/C/rpDo89zMmklRTQWYfhSlHOkb55qjPJCWajw1gIpmZFZEhlphoc5/8CO7iysvQrFbcs0r11inXr2CmIhzBMZyCCzWoww00wAMCDB7gCZ4tYT1aL9brrLRgzXsO4Y+s9x/odZBt</latexit>

P (X)
<latexit sha1_base64="MsUTUffkYW/BAKmzn0gm+2c467o=">AAAB73icbVBNS8NAEJ34WetX1aOXpUWoCCWpBz0WvXisYNtAG8pmu2mXbjZxdyOE0D8hggdFvPp3vPXfuGl70NYHA4/3ZpiZ58ecKW3bU2ttfWNza7uwU9zd2z84LB0dt1WUSEJbJOKRdH2sKGeCtjTTnLqxpDj0Oe3449vc7zxRqVgkHnQaUy/EQ8ECRrA2ktusuudFg36pYtfsGdAqcRak0ij3Ll6mjbTZL333BhFJQio04ViprmPH2suw1IxwOin2EkVjTMZ4SLuGChxS5WWzeyfozCgDFETSlNBopv6eyHCoVBr6pjPEeqSWvVz8z+smOrj2MibiRFNB5ouChCMdofx5NGCSEs1TQzCRzNyKyAhLTLSJKA/BWX55lbTrNeeyVr83adzAHAU4hTJUwYEraMAdNKEFBDg8wxu8W4/Wq/Vhfc5b16zFzAn8gfX1AwqfkPo=</latexit>

Pmax
<latexit sha1_base64="3wsM/r9sWhWToaQ91T0qoNBzBJ4=">AAAB8nicbVC7SgNBFJ31GeMrKtjYDAbBKuzGQssQG8sEzAM2IcxOZpMhszPLzF0xLPkMGwtFbPUv/AI7G7/F2SSFJh64cDjnXu69J4gFN+C6X87K6tr6xmZuK7+9s7u3Xzg4bBqVaMoaVAml2wExTHDJGsBBsHasGYkCwVrB6DrzW3dMG67kLYxj1o3IQPKQUwJW8mu9NCL3k7xFr1B0S+4UeJl4c1KsHNe/+Xv1o9YrfHb6iiYRk0AFMcb33Bi6KdHAqWCTfCcxLCZ0RAbMt1SSiJluOj15gs+s0seh0rYk4Kn6eyIlkTHjKLCdEYGhWfQy8T/PTyC86qZcxgkwSWeLwkRgUDj7H/e5ZhTE2BJCNbe3YjokmlCwKWUheIsvL5NmueRdlMp1m0YVzZBDJ+gUnSMPXaIKukE11EAUKfSAntCzA86j8+K8zlpXnPnMEfoD5+0HQdeTng==</latexit>

P{x = 0} = 0.9 )
⇢

H = 0.469
Hmin = 0.152

<latexit sha1_base64="Ha+X4Pw3DXaWQeEdZ3SRE+yIzxw="></latexit>

E.g.:

Hmin , H
<latexit sha1_base64="fqDxWFYpApr7phsQAKSv8H36fc4=">AAACDXicbVA9SwNBEN2LX/E0GrW0WYwBq3AXC1MGBElhEcF8QBLC3mYvWbK3d+zOKeHIH7DxX1jbWChiYWNv579x81HExAcDj/dmmJnnRYJrcJwfK7W2vrG5ld62d3Yze/vZg8O6DmNFWY2GIlRNj2gmuGQ14CBYM1KMBJ5gDW94OfEbd0xpHspbGEWsE5C+5D6nBIzUzZ5WuknA5bh9zXxQvD8AolR4jyv2ArrZnFNwpsCrxJ2TXDnzGeev7KdqN/vd7oU0DpgEKojWLdeJoJMQBZwKNrbbsWYRoUPSZy1DJQmY7iTTb8Y4b5Qe9kNlSgKeqosTCQm0HgWe6QwIDPSyNxH/81ox+KVOwmUUA5N0tsiPBYYQT6LBPa4YBTEyhFDFza2YDogiFEyAkxDc5ZdXSb1YcM8LxRuTRgnNkEbH6ASdIRddoDKqoCqqIYoe0DN6RW/Wo/VivVsfs9aUNZ85Qn9gff0CNyWamw==</latexit>

I.e.:
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Requirements for Full Entropy Assessment

!13

Requirements for block-based post-processing (e.g. 8 ≤ n ≤ 16): 
because of its large cardinality, Y must be IID, at least in a conservative “test mode” 

• source: resettable 
• post-processing: combinatorial or resettable 

Requirements for stream-based post-processing (i.e. n = 1): 
because of its minimal cardinality, Y it is allowed to have some limited memory 

• source: short memory 
• post processing: Finite Impulse Response (FIR)

With a proper design, Full Entropy 
assessment can be operated directly on 
the output (i.e. post-processed) data 
regardless any evaluation of the source 
entropy.

Entropy
Source

Hashing
Post-Processing

combinatorial,
FIR or resettable

short memory or 
resettable

full entropy 
assessment

yjn
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Full Entropy Assessment: 
Block-Based Post-Processing with Test Mode

!14

State reset can be used only in “test” (i.e. assessment) mode:  it can be seen that, in 
“normal” mode, entropy cannot be less. 

Pros: 
• this scheme is applicable to every kind of source and post-processing 

Cons: 
• entropy estimation is conservative (entropy is wasted because of resets) 
• to be “not too conservative”, m and n must be large enough: e.g. m = 32; n = 8

Both source and Post-processing are reset 
before generating each output symbol 

Output symbols are IID by construction, 
regardless any hypothesis on the source 
except to be stationary and resettable

G(·)Entropy
Source

nm

st
at

e

Hashing
Post-Processingxi

out symbol
start reset (test mode)

yj

IID

full entropy 
assessment
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Full Entropy Assessment: 
Stream-Based FIR Post−Processing 

!15

By construction, a lack of entropy on the input results in a detectable lack of 
entropy on the output. 

Pros: 
actual output entropy can be assessed directly in operation condition without 
introducing any conservative test mode 

Cons: 
a short memory source is required

A short memory source is used  
with a Finite Impulse Response (FIR) 
post-processing. 

Output symbols have limited memory by 
construction.

G(·)

Entropy
Source

Hashing
Post-Processing

FIR

state (L·m SR)
m

xi

yj
full entropy 
assessment

1short memory
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“Countercheck” of Entropy Assessment with FIR 
post−processing

!16

In order to be conservative with respect of any real experiment, the sizes of the 
samples used in simulation should be larger than any possible real sample that can be 
extracted in stationary conditions (e.g. 10Gbit).

Is it really FIR? Which is the minimal entropy 
required? 
A lack of entropy shall be detectable when 
source entropy (or post-processing compression) 
is reduced (min required source entropy).

Does the real source provide enough Entropy? 
On the real devices, the worse case source 
entropy shall be larger than the min required 
source entropy.

Entropy
Source

1

Variable Entropy
Model

Hashing
Post-Processing

m

Entropy
Source

Worse Case
Real Device
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“Countercheck” of Entropy Assessment with FIR 
post−processing (example)

!17

The entropy variation shown by the star marked (blue) line are due just to the variance 
of the estimator which increases over the condition depth (i.e. test memory length).  

On the contrary, the square marked (red) line shows that a lack of input entropy can 
be detected by the test despite of the heavy post-processing compression. 
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FIR post-processing by cancelling the pole of an 
IIR “scrambler” (12 bit LFSR example)

!18

The descrambler has a zero where the scrambler has a pole: periodicity is cancelled, 
global response is FIR. Output memory is shortened by the length of the LFSR.
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Online test over an offset-compensated bit 
source 

!19

Namely,  Ntrans is the counter of the discrepancies vs the deterministic model of the 
source. Hence, it can be considered as “rough and fast” entropy estimator for this 
particular source. 

Notice: the periodic sequence …0101010… which is rejected by this test, will pass 
both the two health test recommended in NIST 800-90B.

Due to the offset compensation, this source 
features a constant sequence at startup and, in 
case of lack of noise,  “tends” to produce the 
alternating sequence …010101…

Entropy
Source xi

offset compensation Entropy
Estimation

X
(xi � .5)

<latexit sha1_base64="uUS0zPq/FPvV4i1YLzQht++Kfzk=">AAAB+XicbVDLSsNAFJ3UV42vqDvdBEuhLgxJRXRZcOOygn1AG8JkOmmHzkzCzKRYQv/EjYgiLtz4J+7ci9/hpO1CqwcuHM65l3vvCRNKpHLdD6OwtLyyulZcNzc2t7Z3rN29poxTgXADxTQW7RBKTAnHDUUUxe1EYMhCilvh8DL3WyMsJIn5jRon2Gewz0lEEFRaCiyrK1NWuQ0yMjlxzo5NM7BKruNOYf8l3pyUagcPn+XXr2o9sN67vRilDHOFKJSy47mJ8jMoFEEUT8xuKnEC0RD2cUdTDhmWfja9fGKXtdKzo1jo4sqeqj8nMsikHLNQdzKoBnLRy8X/vE6qogs/IzxJFeZotihKqa1iO4/B7hGBkaJjTSASRN9qowEUECkdVh6Ct/jyX9KsOt6pU73WaVTADEVwCI5ABXjgHNTAFaiDBkBgBO7AI3gyMuPeeDZeZq0FYz6zD37BePsGcyuV2w==</latexit>

NTrans
<latexit sha1_base64="J167z4hClMrvz/xoC12oyuE76Qc=">AAAB83icbVC7SgNBFJ2Nr7i+ojaCzWAQUoXdWGhnwMZKIuQFyRJmJ7PJkHksM7NCWPIbNhaKWNj4E36CnV/gVwjOJik08cCFwzn3cu89YcyoNp736eRWVtfWN/Kb7tb2zu5eYf+gqWWiMGlgyaRqh0gTRgVpGGoYaceKIB4y0gpHV5nfuiNKUynqZhyTgKOBoBHFyFipe9NL6woJPXFdt1coemVvCrhM/DkpXn6/y6+jV17rFT66fYkTToTBDGnd8b3YBClShmJGJm430SRGeIQGpGOpQJzoIJ3ePIGnVunDSCpbwsCp+nsiRVzrMQ9tJ0dmqBe9TPzP6yQmughSKuLEEIFni6KEQSNhFgDsU0WwYWNLEFbU3grxECmEjY0pC8FffHmZNCtl/6xcufWK1RKYIQ+OwQkoAR+cgyq4BjXQABjE4B48gicncR6cZ+dl1ppz5jOH4A+ctx+ou5Uk</latexit>

The quantity

NTrans =
X

(xi � xi�2) · (xi � xi�1 � xi�3 � xi�4)
<latexit sha1_base64="PuK20resFJOgseGIMZYB0UY5aD4="></latexit>

increases whenever the current bit Xi is “unexpected” with respect of this noiseless model.
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Using online testing for a dynamic adjustment of 
the post-processing compression

!20

Pros: 
• data quality almost constant vs static or dynamic variation of operation conditions 

and technology parameters; 
• false online test alarms are virtually eliminated; 
• no data is delivered before being tested; 
• a “startup” test is somehow implicit in each data generation: lack of entropy during 

startup results in a longer, or possibly endless, compression. 

Unfortunately, despite of the relevant advantages, this possibility is not considered in 
NIST 800-90B.

An online entropy estimation can be used to 
dynamically adjusting the post-processing 
compression ratio. 
 
In particular, compression can be carried out 
until a sufficient entropy is collected.

Entropy
Source

Hashing
Post-Processing

real-time 
compression
adjustment

Entropy
Estimation

NTrans
<latexit sha1_base64="J167z4hClMrvz/xoC12oyuE76Qc=">AAAB83icbVC7SgNBFJ2Nr7i+ojaCzWAQUoXdWGhnwMZKIuQFyRJmJ7PJkHksM7NCWPIbNhaKWNj4E36CnV/gVwjOJik08cCFwzn3cu89YcyoNp736eRWVtfWN/Kb7tb2zu5eYf+gqWWiMGlgyaRqh0gTRgVpGGoYaceKIB4y0gpHV5nfuiNKUynqZhyTgKOBoBHFyFipe9NL6woJPXFdt1coemVvCrhM/DkpXn6/y6+jV17rFT66fYkTToTBDGnd8b3YBClShmJGJm430SRGeIQGpGOpQJzoIJ3ePIGnVunDSCpbwsCp+nsiRVzrMQ9tJ0dmqBe9TPzP6yQmughSKuLEEIFni6KEQSNhFgDsU0WwYWNLEFbU3grxECmEjY0pC8FffHmZNCtl/6xcufWK1RKYIQ+OwQkoAR+cgyq4BjXQABjE4B48gicncR6cZ+dl1ppz5jOH4A+ctx+ou5Uk</latexit>
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Some good reasons to not use online tests

!21

Beside the question:  
are online tests more robust than what they are supposed to protect (i.e. the entropy 
sources)? 

Some facts: 
• Actual coverage against faults/attacks is extremely difficult to be defined 
• Ineffective/not-feasible regarding: 

• statistically dependent (e.g. periodic) or large symbols sequences (practically 
feasible only for mono-bit and very short memory sequences) 

• “fake entropy” (e.g. due to deterministic power supply noise) 
• observation/manipulation attacks (i.e. probing forcing sources) 

• Unacceptable delay before detecting anomalies (in the meantime data are delivered) 
• False alarms are practically unmanageable: which action should be taken? 
• Useful for the attacker: they can help to find sensitive point/issues of the entropy 

source 
• More expensive than redundancy (at the state of the art)
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A Reliability-Engineering Approach: 
designing RNG’s as Fault Tolerant Systems

!22

The set of routes defines the probability/effort required to reach a fault/insecurity state. 

NOTICE: a correct design implies an estimation of cost and robustness of the possible 
components. 
E.g.: how much robust and “expensive” are online tests vs redundant entropy sources? 
At the state of the art, less robust and more expensive.

A certain amount of redundancy can allow a 
system to be reliable/secure in different states 
where one or more parts are compromised.

Each state can be reached following a certain 
path of fault-probability/attack-effort.



Copyright © Infineon Technologies AG 2019. All rights reserved.M. Bucci,   R. Luzzi

Fault/attack robustness by means of redundancy 
vs online tests

!23

NOTICE: 
• redundancy covers any kind of faults while tests have, typically, a limited coverage; 
• even more sources can be used (e.g. 4) with a negligible cost increasing.

Implementation
Reliability Issue

single source fault double fault single source
forcing/observing

false alarm

single−source + 
online test

✔
✖ 

(fault on both 
source and test)

✖ ✖✖ 
(low entropy data 
delivered till alarm 

assertion)

2 sources ✔
✖ 

(fault on both 
sources)

✔ ✔

A coverage comparison between comparable cost implementations, shows that source 
redundancy is much more effective than online tests. E.g.:
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Conclusions

!24

• Full entropy can be conservatively assessed directly on the RNG output (i.e. after 
hashing post-processing) with very weak assumptions: 
1. assuming source and post-processing are resettable: with some performance 

penalty 
2. assuming source and post-processing have short memory: without any 

performance penalty 
• Min Entropy 

• useless: no advantages vs Shannon entropy (just wrong estimation) 
• meaningless: it is not conservative, typically overestimates non IID sequences 
• nonsense in case of binary sequences: it is bijectively related to entropy 

• Online tests: 
• when they are feasible, they should be used for adaptive post-processing (not for 

generating, practically unmanageable, alarms)  
• in general they are not really effective/usable, redundant sources offer much 

better coverage


