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Code-based cryptosystems, like the McEliece cryptosystem, published in 1978 [McE78] and the Nieder-
reiter cryptosystem, published in 1986 [Nie86], are among the oldest public-key cryptosystems. Their
security is founded on hard problems. One of them is the syndrome decoding problem, which was shown
to be NP-hard [BMT78] and is defined as follows:

Inputs: H ∈ Fm×n
2 , s ∈ Fm

2 , t an integer
Output: e ∈ Fn

2 such that H.e = s with HammingWeight(e) = t
Hardware implementations of code-based cryptosystems drew a lot of attention recently with Classic

McEliece [Alb+20], based on the Niederreiter cryptosystem, being selected as one of the four finalists
of the NIST post-quantum cryptography standardisation process in the Key Encapsulation Mechanism
category [RKK20; CC21]. This brings up the question of the physical security of these implementations.

In this work, we study the matrix-vector multiplication over F2 which is used to compute the syndrome
s as H.e = s. We present two physical attacks, one based on laser fault injection and one on side-channel
analysis. These two techniques achieve the same goal of performing the syndrome computation over N
instead of F2. In this setting, the hard problem on which the security of the cryptosystem is based does
not stand anymore. An attacker can then solve the system using a standard linear programming solver.
We also present an alternative method to solve the system, more tailored to the specific problem at hand,
that performs significantly better from a computational and practical point of view.

This work contributes to the evaluation of post-quantum cryptography algorithms, by considering
their physical security, which is a necessary addition to their theoretical evaluation with cryptanalysis.
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