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@ RISC-V

1 Introduction

e Open Standard ISA.
e Modular sets of instructions.

e Implemented from high-performance systems to
embedded devices.

e Highly customizable according to the end use.
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@ Embedded devices security

1 Introduction

In recent years, there is a widespread adoption of embedded devices in various sectors.
Even with restricted resources, these devices must offer security.
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Our approach

Design of lightweight (LW) acceleration modules to provide the services of confidentiality,
integrity, secure storage, and randomness. Focusing on the LW algorithm ASCON.
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@ Related work

1 Introduction

Cryptographic Accelerators for Trusted Lightweight Secure-Boot Architecture for

Execution Environment in RISC-V Processors RISC-V System-on-Chip (Haj-Yahya, 2019)
(Hoang, 2020)

e SHA-3

e PRNG

e EC 25519

e AES 128, 256

e Key management unit
e ECDSA
e SHA-3
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@ Ascon Modes

1 Introduction

Encryption Decryption
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Ascon’s Permutation

1 Introduction

Two unrolled round version
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@ PRNG Construction

1 Introduction
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RocketChip

1 Introduction
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@ Development framework

2 Hardware Development

For the prototyping and testing of the modules, two open-source development kits by
SiFive were used:

e freedom: RTL for prototyping E300 (Everywhere) platforms to be mapped onto an
Arty FPGA.

e freedom-e-sdk: SDK to develop software for the Freedom E platforms.
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@ Rocket Custom Coprocessor

2 Hardware Development

Rocket Core
RV32IMAC

RoCC
Interface
Command

Response

Busy

Interrupt

L1D Cache

Request
Load/Store

Response

LW Custom Coprocessor

AEAD: Implementation of
ASCON-128.

Hash: ASCON-Hash
algorithm.

Rand: PRNG uses Trivium
as a seed generator.
KMU: Generation,
storage, and distribution
of symmetric keys.
Ascon-p: Ascon’s
permutation.
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@ Interface

2 Hardware Development

RoCC Interface LW Custom
Interface Cirl Coprocessor
Instruction Mode Crtl
:D decoder :D

FSM Mem
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@ PRNG Seed

2 Hardware Development

e As a proof of concept
the stream cipher is |
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@ Custom RocketChip SoC

2 Hardware Development

ARTY A7
Custom SoC (LWRoCCConfig)
Rocket Tile | UART
SoC Configuration
RV32IMAC
SPI class LWRoCCConfig extends Config (
new WithNBreakpoints (2) ++
| | |_cro | new WithNExtToplnterrupts (o) ++
| Cache D Cache .
| 12C new WithJtagDTM ++
BTB new WithL1lCacheWays (2) ++
LW Custom PwM new WithL1lCacheSets (128) ++
Coprocessor| | Debug | vy new WithDefaultBtb ++
new WithLWCustom ++
ROM new TinyConfig)
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@ Instructions

2 Hardware Development

funct7 rs2 rsl xd [xs1|xs2 rd opcode custom-0/1/2/3

P e — - ——— - - = = ) i >

Module ID AEAD E Instructions (funct7(6:4) = 1)

Module  funct7 ID Module operation funct7(3:0) rd rs; ISy
AEADE 001xxxx

~
@
2]
R
Rl
N
2
~

AEADD  010xxxx SetpP i - [P] P length
Hash 011xxxx Set AD 2 - [AD] AD |ength
Rand 100xxxx Set C Tag 3 = [C] [Tag]
KMU 101xxxX Set Nonce 4 _ [Nonce] _

Use Key 5 = Key ID =

Init Enc 6 finish - -
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funct7 rs2 rsl xd [xs1|xs2 rd opcode custom-0/1/2/3

AEAD D Instructions (funct7(6:4) = 2) Hash instructions (funct7(6:4) = 3)
operation funct7 (3:0) rd rs; operation funct7(3:0) rd rs; rsy
Set C 1 - [C] C Iength Set M 1 - [M] M length
Set AD 2 [AD] AD length Set Hash 2 = [Hash] -
Set D Tag 3 [Dec] [Tag*] Init Hash 3 valid - -
Set Nonce Dec 4 [Nonce] -
Use Key 5 = Key ID =
Init Enc 6 valid - -
PRNG instructions (funct7(6 4) 4) KMU instructions (funct7(6:4) = 5)
operation funct7 (3:0) rd operation funct7(3:0) rd rs; rsy
Seed 1 @ Set New key 1 D -
GetRand 2 counter [Rand] - Get key 2 ID  [Key]
Send key 3 - ID [Key]
Delete key 4 ID
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@ Utilization

3 Results

Proposed module utilization

Module Total LUTs LogicLUTs LUTRAMs SRLs FFs RAMB36 RAMB18 DSP
LWCoprocessor 2180 2180 o o 1101 O o o
Ascon-p 1354 1354 0 o) 647 O 0 o)

SoC utilization

Module Total LUTs Logic LUTs LUTRAMs SRLs FFs RAMB36 RAMB18 DSP
Default SoC 15040 14394 586 60 9873 8 2 2
Custom SoC 17288 16616 612 60 11215 8 2 2
Increase % 14.94 15.43 4.43 o 13.59 O o o
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@ Conclusions

4 Conclusions

e By effectively managing the data flow into Ascon’s permutation, the security services
such as: confidentiality, integrity, authentication, and randomness can be provided.

e Accessing the coprocessor through the same instruction format as RISC-V ISA, make
its control transparent at the software level.

e Adding the custom coprocessor increases the LUT’s utilization by 14.94 % and the
FF’s by 13.59 % against the default SoC.
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@ Future Work

5 Future Work

e Change the permutation to offer protection against side channel attacks.
e Implement a TRNG instead of the PRNG.
e This construction is meant to be integrated in a TEE system.
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Thank you for listening!
Any questions?
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